STATE OF NORTH CAROLINA
JOSH STEIN DEB AR OF JUSTICR SETH DEARMIN
ATTORNEY GENERAL ’ o ’ CHIEF OF STAFF

June 28, 2021

North Carolina Senate President Pro Tempore Phil Berger
North Carolina House of Representatives Speaker Tim Moore
Co-Chairs, Joint Legislative Commission on Government Operations

Senator Danny Earl Britt, Jr.

Senator Warren Daniel

Representative James Boles, Jr.

Representative Allen McNeill

Representative Carson Smith

Co-Chairs, Appropriations Subcommittee on Justice and Public Safety

North Carolina General Assembly
Raleigh, North Carolina 27601-1096

Re: N.C.G.S. §114-2.5; Report on Settlement Agreements
Dear Members:

Pursuant to N.C.G.S. §§ 114-2.4A and 114-2.5, I am pleased to report the following
settlements.

Boston Scientific

This consent judgment with Boston Scientific Corporation settled allegations that Boston
Scientific Corporation misrepresented the safety of their transvaginal mesh devices by failing to
disclose the full range of potential serious and irreversible complications caused by the mesh.
Boston agreed to comprehensive injunctive relief and is required to make changes to their
advertising and business practices. In particular they are to disclose and describe complications in
understandable terms in their marketing materials; refrain from misrepresenting risks; inform
health care providers about significant complications when providing training; ensure anyone
marketing or selling the mesh are trained to report patient complaints and adverse events to the
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company; and provide appropriate disclosures about sponsorship and conflicts of interest when
submitting a clinical study or data regarding mesh for publication or presentation. Additionally,
Boston agreed to pay $186.6 million to the States, of which NC received $4,204,063.00 to be used
for attorneys’ fees and other costs of investigation and litigation, or be placed in, or applied to, the
consumer protection enforcement fund, including future consumer protection enforcement,
consumer education, litigation, or local consumer aid fund or revolving fund, used to defray the
costs of the inquiry leading hereto, or for other uses permitted by State law.

J&J OTC

This consent judgment with Jonson & Johnson Consumer Inc. settled a multistate investigation
that alleged that the company promoted certain over-the-counter drugs despite issues at
manufacturing facilities and adulterated drugs. In some cases the benefits and qualities of these
drugs were misrepresented. Johnson & Johnson agreed to abide by stringent marketing practices
and report any product recalls to the Attorneys General. Additionally, Johnson & Johnson agreed
to pay the Attorneys General $33,000,000.00, of which NC received $860,888.11 to be used for
attorneys’ fees, costs of investigation or litigation, consumer education, or other consumer
protection purposes as permitted by State law.

McKinsey

This settlement agreement in the multistate investigation into McKinsey & Company, Inc. United
States (“McKinsey”) settled allegations that McKinsey, one of the world’s largest consulting firms,
had a role in advising opioid companies how to promote their drugs and profit from the opioid
epidemic, including OxyContin maker Purdue Pharma. McKinsey agreed to produce tens of
thousands of internal documents detailing its work for Perdue Pharma and other opioid companies
for disclosure online. Furthermore, going forward, McKinsey agreed to adopt a strict document
retention plan, continue its investigation into allegations that two of its partners tried to destroy
documents in response to investigations of Perdue Pharma, implement a strict ethics code, and stop
advising companies on potentially dangerous Schedule II and Il narcotics. Additionally
McKinsey agreed to pay $573 million to the States, of which NC will receive $18,984,494.71 to
be paid to the Attorney General over five years. The funds are to be used for Opioid-Remediation
Purposes to the extent practicable to remediate the harms caused to the State and its citizens by the
opioid epidemic and to recover the costs of the investigation and pursuing these claims.

Sabre

This assurance of voluntary compliance (AVC) with SABRE Corporation settled the multistate
investigation regarding the allegations that SABRE Corporation exposed the data of approximately
1.3 million credit cards during a data breach of the company’s hotel booking system. While the
hotels provided notice to the customers involved, some customers received their notices late and
some received multiple notices stemming from the same breach. SABRE agreed to specify the
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roles and responsibilities of both parties in an event of a breach in future contracts; implement
specific security requirements; implement a written incident response and data breach notification
plan; and undergo a third-party security assessment. Additionally, they agreed to pay
$2,400,000.00 to the States, of which NC received $76,019.85 to be used for attorneys’ fees and
other costs of investigation and litigation, or to be placed in, or applied to the consumer protection
enforcement fund, including future consumer protection enforcement, consumer education,
litigation, or local consumer aid fund or revolving fund, used to defray the costs of the inquiry
leading hereto, or for other uses permitted by State law

We will be happy to respond to any questions you may have regarding this report.
Very truly yours,

Seth Dearmin
Chief of Staff
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MEMORANDUM
TO: Financial Services 2 : g
FROM: Kevin L. Anderson, Senior Deputy Attorney General

Kevin L. Anderson
RE: Settlement Deposit Distribution
State v. Boston Scientific Corporation

DATE: June 28, 2021

Pursuant to the consent judgment filed in North Carolina v. Boston Scientific Corporation a wire
transfer in the amount of $4,201,036.00 (four million, two hundred one thousand, thirty six dollars)
was received by the NC Attorney General’s Office, Financial Services Division, on April 15, 2021.

The states alleged that Boston Scientific Corporation (“Boston”) misrepresented the safety of their
transvaginal surgical mesh devices by failing to disclose the full range of potential serious and
irreversible complications caused by the mesh.

Boston agreed to pay $188.6 million to the States, of which NC received $4,201,036.00. paid to the
Attorney General, to be used for attorneys’ fees and other costs of investigation and litigation, or be
placed in, or applied to, the consumer protection enforcement fund, including future consumer
protection enforcement, consumer education, litigation, or local consumer aid fund or revolving fund,
used to defray the costs of the inquiry leading hereto, or for other uses permitted by state law, at the
sole discretion of the Attorney General.

Additionally, Boston agreed to comprehensive injunctive relief and is required to make changes to
their advertising and business practices. In particular they are to: disclose and describe
complications in understandable terms in its marketing materials; refrain from misrepresenting risks;
inform health care providers about significant complications when providing training; ensure anyone
marketing or selling the mesh are trained to report patient complaints and adverse events to the
company; and provide appropriate disclosures about sponsorship and conflicts of interest when
submitting a clinical study or data regarding mesh for publication or presentation.

Please credit these funds to consumer funds (2140-2166) to be used for the purposes outlined
above. A copy of the deposit memo, wire transfer details, and Consent Judgment are attached. If
you have any questions, please contact Wendy Stevens at 716-6877.

cc: Kim D'Arruda
Melissa Lovell
Wendy Stevens/Boston Scientific Corporation Settlement File
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ATTORNEY GENERAL ouTSIDEOF NC: (919)716-6000
MEMORANDUM
TO: Financial Services
FROM: Wendy Stevens _ u)@f'
Budget & Finance Administrator, Consumer Protection
RE: Check Deposit Boston Scientific Corporation
DATE: April 19, 2021

Attached is a wire transfer from Bank of America pursuant to the consent judgment in the multistate action
against Boston Scientific Corp in the amount of $4,201,036.00 (four million two hundred one thousand thirty
six dollars). Please deposit funds in cost center 2140-2166. If you have any questions, please contact me

at 919-716-6877.

cc: Wendy Stevens/Boston Scientific Settlement File



Previous Day Composite Report
Custom
As of 04/15/2021

Company: NC DEPARTMENT OF STATE TREASURER
User: Janice Boyce

04/19/2021 09:27 AM ET

Commercial Electronic 0fﬁce®

Treasury Information Reporting

Currency: USD
Bank: 121000248
Account: 4128455847(NC)

WELLS FARGO BANK, N.A.
NORTH CAROLINA DEPARTMENT OF STATE TREA

Balances
Closing Ledger Balance .00
Closing Collected Balance .00
Opening Available Balance .00
One Day Float .00
Two+ Day Float .00
MTD Average Closing Ledger Balance .00
MTD Average Closing Collscted Balance .00
Total Credits 4,201,036.00
Total Debits 4,201,036.00
Total Number Credits 1
Total Number Debits 1
Summaries
Type of Credit Number of Items Amount
Total Wire Transfer Credits 1 4,201,036.00
Credit Totals 1 4,201,036.00
Type of Debit Number of ltems Amount
Total ZBA Debits 1 4,201,036.00
Deblt Totals 1 4,201,036.00
Credit Transactions
4/15/2021 195 / INCOMING MONEY TRANSFER Credit Amount: 4,201,036.00
Cust Ref: 00000000000 Bank Ref: 1A009982255978
Unique ID: RG210415132042
WT FED#02986 BANK OF AMERICA, N JORG=BOSTON SCIENTIFIC CORP MASTER SRF# 2021 041500380451
TRN#210415132042 RFB# 214FA0440ECZ2M28
Debit Transactions
4/15/2021 575/ INDIVIDUAL ZBA DEBIT Debit Amount: 4,201,036.00
Cust Ref: 00000000000 Bank Ref: 1A041500000009
ZERO BALANCE ACCOUNT TRANSFER TO 2062670003460
0.00

Account Net Amount

Currency: USD
Bank: 121000248

WELLS FARGO BANK, N.A.

Account: 2000021316302(NC) DEPT OF JUSTICE
You do not have access to balances for this account.

Summaries

Type of Credit Number of Items _Afmount

Total ACH Credits
Credit Totals

Type of Debit

1 / 1,164.80

Number of Itam ~Amsunt

Total ZBA Debits — 1 1,164.80
/_,f — —
Debit Totals 1 o 4,164.80
.l T ——
Credit Transactions BN -
Gredit Amount: 1,164.80

4/15/2021 694 MISC)
/ggsmef. 000000000 e
nique ID: 00000091003952989764

Bank Ref: |A000018108534

Q BANKCARD _Q_EEOSMTOHS 419161272994 DOJ EAST NCJA BOOKSTOR

Debit Transactions




21 cv(3(03¢54§

STATE OF NORTH CAROLINA . . - - INTHE GENERAL COURT OF JUSTICE
SUPERIOR COURT DIVISION
WAKE COUNTY 21 CVS

ZG;I bl 23 AHRIS
STATE OF NORTH CAROLINA ex rel. )
JOSHUA H. STEIN, ATTORNEY GENERAL; )

Plaintiff, AW
) COMPLAINT
V. )
)
BOSTON SCIENTIFIC CORPORATION )
)
Defendant. )
INTRODUCTION

Plaintiff State of North Carolina, by and through its Attorney General, brings this action
against Defendant Boston Scientific Corporation pursuant to North Carolina’s Unfair and
Deceptive Trade Practices Act, N.C.G.S. §§ 75-1.1, et seq. Plaintiff seeks a permanent injunction,
costs, and other appropriate relief.

PLAINTIFF COMPLAINS OF DEFENDANTS AND ALLEGES AND SAYS AS
FOLLOWS:

The Parties
1. Plaintiff is the State of North Carolina acting on relation of its Attorney General, Joshua
H. Stein, who brings this action pursuant to authority found in Chapters 75 and 114 of the North
Carolina General Statutes.
2. Defendant Boston Scientific Corporation (“Boston Scientific”) is a Delaware corporation
and headquartered at 300 Boston Scientific Way, Marlborough, MA 01752-1234.
3. At all times relevant hereto, Defendant Boston Scientific transacted business in the State

of North Carolina and nationwide by marketing, promoting, advertising, offering for sale, selling,



and distributing transvaginal surgical mesh devices, and that business is governed by the North

Carolina Unfair and Deceptive Trade Practices Act, N.C.G.S. §§ 75-1.1, et seq.

Background

4, “Surgical Mesh,” as used in this Complaint, is a medical device that contains synthetic
polypropylene mesh intended to be implanted in the pelvic floor to treat stress urinary incontinence
(SUT) and/or pelvic organ prolapse (POP) manufactured and sold by Boston Scientific in the
United States.

5. SUI and POP are common conditions that pose lifestyle limitations and are not life-
threatening,

6. SUI is a leakage of urine during episodes of physical activity that increase abdominal
pressure, such as coughing, sneezing, laughing, or exercising. SUI can happen when pelvic tissues
and muscles supporting the bladder and urethra become weak and allow the neck of the bladder to
descend during bursts of physical activity, and the descent can prevent the urethra from working
properly to control the flow of urine. SUI can also result when the sphincter muscle that controls
the urethra weakens and is not able to stop the flow of urine under normal circumstances and with
an increase in abdominal pressure.

7. POP happens when the tissue and muscles of the pelvic floor fail to support the pelvic
organs resulting in the drop of the pelvic organs from their normal position. Not all women with
POP have symptoms, while some experience pelvic discomfort or pain, pressure, and other
symptoms.

8. In addition to addressing symptoms, such as wearing absorbent pads, there are a variety of
non-surgical and surgical treatment options to address SUI and POP. Non-surgical options for

SUI include pelvic floor exercises, pessaries, transurethral bulking agents, and behavior



modifications. Surgery for SUI can be done through the vagina or abdomen to provide support for
the urethra or bladder neck with either stitches alone, tissue removed from other parts of the body,
tissue from another person, or with material such as surgical mesh, which is permanently
implanted. Non-surgical options for POP include pelvic floor exercises and pessaries. Surgery
for POP can be done through the vagina or abdomen using stitches alone or with the addition of
surgical mesh.

9. Boston Scientific marketed and sold Surgical Mesh devices to be implanted transvaginally
for the treatment of POP for approximately 10 years or more. Boston Scientific ceased the sale of
Surgical Mesh devices to be implanted transvaginally for the treatment of POP after the Food and
Drug Administration (FDA) ordered manufacturers of such products to cease the sale and
distribution of the products in April 2019.

10. Boston Scientific began marketing and selling Surgical Mesh devices to be implanted
transvaginally for the treatment of SUI by 2003, and continues to market and sell Surgical Mesh
devices to be implanted transvaginally for the treatment of SUL

11, The FDA applies different levels of scrutiny to medical devices before approving or
clearing them for sale.

12. The most rigorous level of scrutiny is the premarket approval (PMA) process, which
requires a manufacturer to submit detailed information to the FDA regarding the safety and
effectiveness of its device.

13. The 510(k) review is-a much less rigorous process than the PMA review process. Under
this process, a manufacturer is exempt from the PMA process and instead provides premarket
notification to the FDA that a medical device is “substantially equivalent” to a legally marketed

device. While PMA approval results in a finding of safety and effectiveness based on the



manufacturer’s submission and any other information before the FDA, 510(k) clearance occurs
after a finding of substantial equivalence to a legally marketed device. The 510(k} process is
focused on equivalence, not safety.

14. Boston Scientific’s SUI and POP Surgical Mesh devices entered the market under the
510(k) review process. Boston Scientific marketed and sold Surgical Mesh devices without
adequate testing.

Boston Scientific’s Course of Conduct

15. In marketing Surgical Mesh devices, Boston Scientific misrepresented and failed to
disclose the full range of risks and complications associated with the devices, including
misrepresenting the risks of Surgical Mesh as compared with the risks of other surgeries or
surgically implantable materials.

16. Boston Scientific misrepresented the safety of its Surgical Mesh by misrepresenting the
risks of its Surgical Mesh, thereby making false and/or misleading representations about its risks.

17. Boston Scientific also made material omissions when it failed to disclose the risks of its
Surgical Mesh.

18. Boston Scientific misrepresented and/or failed to adequately disclose serious risks and
complications of one or more of its transvaginally-placed Surgical Mesh products, including the
following:

a. heightened risk of infection;
b. rigid scar plate formation;
c. mesh shrinkage;

d. voiding dysfunction;

e. de novo incontinence;



f. urinary tract infection;
g. risk of delayed occurrence of complications; and
h. defecatory dysfunction.

19. Throughout its marketing of Surgical Mesh, Boston Scientific continually failed to disclose
risks and complications it knew to be inherent in the devices and/or misrepresented those inherent
risks and complications as caused by physician error, surgical technique, or perioperative risks.

20. In 2008, the FDA issued a Public Health Notification to inform doctors and patients about
serious complications associated with surgical mesh placed through the vagina to treat POP or
SUL In 2011, the FDA issued a Safety Communication to inform doctors and patients that serious
complications associated with surgical mesh for the transvaginal repair of POP are not rare, and
that a systematic review of published literature showed that transvaginal POP repair with mesh
does not improve symptomatic results or quality of life over traditional non-mesh repair and that
mesh used in transvaginal POP repair introduces risks not present in traditional non-mesh surgery
for POP repair.

21. In 2012, the FDA ordered post-market surveillance studies by manufacturers of surgical
mesh to address specific safety and effectiveness concerns related to surgical mesh used for the
transvaginal repair of POP. In 2016, the FDA issued final orders to reclassify transvaginal POP
devices as Class III (high risk) devices and to require manufacturers to submit a PMA application
to support the safety and effectiveness of surgical mesh for the transvaginal repair of POP in order
to continue marketing the devices.

22. In April 2019, the FDA ordered manufacturers of surgical mesh devices intended for
transvaginal repair of POP to cease the sale and distribution of those products in the United States.

The FDA determined that Boston Scientific had not demonstrated a reasonable assurance of safety



and effectiveness for these devices under the PMA standard. On or around Apri! 16, 2019, Boston
Scientific announced it would stop global sales of its transvaginal mesh products indicated for

POP.
VIOLATION OF LAW

23. Plaintiff realleges and incorporates by reference each and every allegation contained in the
preceding paragraphs 1 through 24 as if they were set out at length herein.

24. In the course of marketing, promoting, selling, and distributing Surgical Mesh products,
Boston Scientific made false statements about, misrepresented, and/or made other representations
about the risks of Surgical Mesh products that had the effect, capacity, or tendency, of deceiving
or misleading consumers. Pursuant to N.C.G.S. § 75-1.1, such false statements and
misrepresentations constitute unfair or deceptive trade practices that are prohibited by North
Carolina’s Unfair and Deceptive Trade Practices Act.

25. In the course of marketing, promoting, selling, and distributing Surgical Mesh products,
Boston Scientific has made representations concerning the characteristics, uses, benefits, and/or
qualities of Surgical Mesh products that they did not have. Pursuant to N.C.G.S. § 75-1.1, such
false statements and misrepresentations constitute unfair or deceptive trade practices that are
prohibited by North Carolina’s Unfair and Deceptive Trade Practices Act.

76. Defendant Boston Scientific made material omissions concerning the risks and
complications associated with Surgical Mesh products, and those material omissions had the
effect, capacity, or tendency of deceiving consumers. Pursuant to N.C.G.S. § 75-1.1, such

omissions constitute unfair or deceptive trade practices that are prohibited by North Carolina’s

Unfair and Deceptive Trade Practices Act.



27. The acts or practices described herein occurred in trade or commerce as defined in North
Carolina’s Unfair and Deceptive Trade Practices Act.

28. These acts or practices affected the public interest because they impacted numerous

North Carolina consumers.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff prays for the following relief.
A. That this Court, pursuant to N.C.G.S. § 75-1.1, permanently enjoin and restrain
Defendant, their agents, employees, and all other persons and entities, corporate or otherwise, in
active concert or participation with any of them, from engaging in unfair or deceptive trade

practices in the marketing, promoting, selling and distributing of Defendant’s Surgical Mesh

devices;

B. That this Court fashion equitable relief to cure Defendant’s deceptive practices;
C. That this Court order Defendant to pay all costs for the prosecution and

investigation of this action, as provided by N.C.G.S. § 75-16.1; and

D. That this Court grant such other and further relief as the Court deems just and

proper.
This the 23rd day of March, 2021.

JOSHUA H. STEIN

Attorney General

Kimbetley A. D’Arruda

Special Deputy Attorney General
N.C. Department of Justice

P.O. Box 629

Raleigh, NC 27602-0629

(919) 716-6000

kdarruda@ncdoj.gov
State Bar No. 25271
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MEMORANDUM

TO: Financial Services
FROM: Kevin L. Anderson, Senior Deputy Attorney General % #‘

RE: Settlement Deposit Distribution Kevin L. Anderson

State v. McKinsey & Company, Inc. United States
DATE: April 16, 2021

Pursuant to a settlement agreement in the multi-state investigation into McKinsey & Company, Inc.
United States (“McKinsey”) a wire transfer in the amount of $15,735,496.23 (fifteen million seven
hundred thirty five thousand, four hundred ninety six dollars and twenty three cents) was received by
the NC Attorney General's Office, Financial Services Division, on April 1,2021.

The States alleged that McKinsey & Company, being one of the world’s largest consulting firms, had
a role in advising opioid companies how to promote their drugs and profit from the opioid epidemic.
It was alleged that McKinsey contributed to the opioid crisis by promoting marketing schemes and
consulting services to opioid manufacturers, including OxyContin maker Purdue Pharma, for over a
decade. This included direction on how to maximize profits from its opioid products, including
targeting high-volume opioid prescribers, using specific messaging to get physicians to prescribe
more OxyContin to more patients, and circumventing pharmacy restrictions in order to deliver high-
dose prescriptions to patients.

McKinsey agreed to pay $573,000,000.00 to the States, of which NC is to receive $18,984,494.71 to
be paid to the Attorney General over five years and is to be used for Opioid-Remediation Purposes
to the extent practicable to remediate the harms caused to the State and their citizens by the opioid
epidemic and to recover the costs of the investigation and pursuing these claims.

Opioid-Remediation Purposes shall be expenditures that have not already been incurred and are
designed to (1) address the misuse and abuse of opioid products, (2) treat or mitigate opioid use or
related disorders, or (3) support other strategies to address the opioid epidemic, including
prevention, treatment, recovery support, connections to care, and harm reduction. Expenditures
may include reasonable related administrative expenses. A non-exclusive list of remediation
strategies can be located in Appendix B of the attached settlement and qualify as Opioid-
Remediation Purposes.

Payments will be made as follows:

e $15,735,496.23 April 1, 2021 o $812,249.62 by April 1, 2024
e $812,249.62 by April 1, 2022 o $812,249.62 by April 1, 2025
o $812,249.62 by April 3, 2023



DEPOSIT DISPOSITION MCKINSEY & COMPANY, INC. UNITED STATES PAGE 2

Additionally, McKinsey agreed to produce tens of thousands of internal documents detailing its work
for Perdue Pharma and other opioid companies for public disclosure online. Furthermore, going
forward, McKinsey agreed to adopt a strict document retention plan, continue its investigation into
allegations that two of its partners tried to destroy documents in response to investigations of Perdue
Pharma, implement a strict ethics code that all partners must agree to each year, and stop advising
companies on potentially dangerous Schedule Il and 1l narcotics.

Please credit these funds to consumer funds (2140-2164) to be used for the purposes outlined
above. Attached are copies of the deposit memo, wire transfer confirmation, and settlement
agreement. If you have any questions, please contact Wendy Stevens at 716-6877.

cc: Jonathan Marx
Kim D’Arruda
Melissa Lovell
Wendy Stevens/McKinsey & Company, Inc. United States Settlement File
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L RALEIGH, NORTH CAROLINA 27699-9001  OUTSIDE OF NC: 919.716.6000

WWW.NCDO..GOV FAX: 919.716.6050
MEMORANDUM

TO: Financial Services (f7

FROM: Wendy Stevens, Finance & Budget Administrator, Consumer Protection \P

RE: Wire Transfer Deposit McKinsey & Company, Inc. United States

DATE: April 8, 2021

Attached is a wire confirmation in the amount of $15,735,496.23 (fifteen million seven hundred
thirty five thousand, four hundred ninety six dollars and twenty three cents) received on April 1,
2021 pursuant to the settiement agreement in the multistate investigation against McKinsey &

Company, Inc. United States. Please deposit funds in cost center 2140-2164. If you have any

questions, please contact me.

cc Wendy Stevens/McKinsey Settlement File
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Plamtlff the State of North Carolma, by and through Attomeﬁ General J oshua H Stem, :
':(the “State or “Plamtxff’) has f' led 8 Complamt for a permanent mjunct!on, equxtable monetary |
'.rehef and other rellef m thIS matter pumuant to, N C G S § 75 1 l et séq " allegmg that
Defendant McKmscy & Company, Inc Umted States (“McK,lnsey” or “Defendant”), commltted
..vxolatzons of the North Carolma Unfarr and Deceptxve 'I‘rade Practxces Act Plamtlﬁ‘ by its
. counsel and McKmsey, by its counsel have agreed to the entry of thlS Fmal Consent
Judgment/Conscnt Order (“Iudgment") by the Court thhout trial or adjudlcatlon of any issue of
fact ot law, and w1thout ﬁndmg or admxsswn of Mongdqmg or habxhty of any kind. .

IT IS HDREBY ORDERED THAT
1. FINDINGS _
A, For purposes of this proceeding only, this Court has jurisdiction over the’ subject
matter of this lawsuit and over the Parties (as defined below). This Judgment shall not be

construed or used as a waiver of any jurisdictional defense McKinsey may raise in any other

proceeding.



'B. ' The terms of this J t_ldg‘rnent.shall be‘goeerned :by the le\’s/."s'of the State of Nerth‘ -
Carolina, R | | N | ‘ |
SC Entry of this Judgment is in the publrc mterest and reﬂects a negotlated agreement
- among the Partxes ' " . ‘ o ) | .' .

. D , The Partles have agreed to resolve the 1ssues resultmg from the Covered Conduct
(as defined below) by entermg mto th1s Judgment ' ' | | » . '* ' A

E. McKmsey has cooperaied w1th the Slgnatory Attomey General’s (as deﬁned '
below) mvestxgatlon and is W1llmg to enter mto thxs Judgment regardmg the Covered Conduct in
| :'order to resolve the Slgnatory Attorney General’s clmrns and concems under N C. G S § 75 1.1
.‘as to r.he matters addressed in thls Judgment and thereby avmd srgmﬁcant expense,
mconVemence, and uncertmnty | . |

- F. . “MultrState Executwe Commlttee” mcans the Attorneys General and staffs
representmg Cahfomla, Colorado, Connectrcut Massachusetts New York North Carolma,

Oregon, Oklahoma, Tennessee, and Vermont.
, G.A The ngnatory Attomey General acknowledges McKmsey s good falth and’

: responsrble corporate cltlzenshlp in reachmg thls resolutlon

H. McKmsey is entermg mto thrs Judgment solely for the purpose of settlement and
nothing contained herem may be taken as or construed to be an,ad‘mrssron or congession of any
violation of law, rule, or regulation, or of any other -matter of faet or law, or of any lialpi_l_ity or
wrongdoing, all of which McKinsey expressly denies. McKinsey does not admit any violation of
the State Consumer Protection Laws (as defined below and set forth in footnote 1) and does not

admit any wrongdoing that was or could have been alleged by the Signatory Attorney General



before the date of the Judgment. No part of thxs J udgment mcludmg its statemcnts and
cnmmltments shall constltute evxdence ot‘ any habthty, fault, or wrongdomg by McKmsey

| :-j‘ L. Thls Judgment shall not be construed or used asé waxver o Inmtatlon of any
g -def‘ense otherw1se avatlable to McKmsey in any other actlon, or of McKmsey s nght bo defend
ltself t‘rom, or make any arguments in, any other regulatory, govemmental pnvate mdmdual or
.class olatms or SUlts relatmg to the subject matter or terrrls of thns Judgment This Judgment is '
made w:thout tnal or adJ udlcatlon of any 1ssue of fact or law or ﬂndmg of llablllty of any kmd
;:‘:Notwuhstandmg the foregomg, the btgnatory Attomey General may ﬁle an act;on to enforce the_

_&.

terms of th;s J udgment .
: J No part of thts J udgment shall create a prwate cause of action or confer any rtght
to any thtrd party for vxolatton of any federal or state statute except that the Stgnatory Attorney
"General may ﬁle an; adtlon to enforee the terms of thlS Judgment Ttis the mtent of the Partnes
' that thls Judgment shall not be bmdmg or adnnsmble in any other matter, mcludmg, but not .
hmlted to any mvestlgatmn or llttgatlon other than in connectton with the enforcement of thxs
Judgment This Judgment is not enforceable by any persons or entities besides the Slgnatory
Attorney General, McKinsey.and this Court. |
.11, DEFINITIONS

‘The followmg definitions shall be used in construmg the Judgmentt

A, “Covered Conduct” means any and all acts, failures to act, conduct statements ,
errors, onissions, events, breaches of duty, services, advice, work, deliverables, engagements,
transactions, or other aetiv ity of any kind whatsoever, occurting upto and including the Effective
Date arising from or related in any Way'to (i) the discovery, devélopment, manufacture,
marketing, ptomotion, advertising, _reca]l, withdrawal, d_tstributiOn, monitoring, supply, sale,
prescribing, reimbursement, use, regulation,' or abuse of any opioid, or (if) tne treatment of

3.



0p101d abuse or efforts to combat the op101d cnsns, or (m) the charactenstxcs, propemes, nsks, or
benef’ ts of any OpIOId or (w) the spohatmn of any matenals m connection w1th or concernmg
any of the foregomg o

L .B " “Effectxve Date” means the date on whxch a copy bf the Judgment duly executed

" by McKmsey and by the Slgnatory Attorney General is approved by, and becomes a Judgment

ofthe Court

e C “McKmsey” means MeKmsey & Company, Inc Umted States, a Delaware
Corporanon, and all lts current of former ofﬁcars, dlrectors, partners, employees, representatwes »

al
BN

agents, affihates, parents submdxarnes, operatmg compames predecessors assxgns and

S
.,,...- PGS

QUCGCSSOI'S.

: D ‘ “Partxes” means McKmsey and the Slgnatory Attomey General
E “Slgnatory Attomey General" means the Attomcy General of North Carolma, or
his/her authonzed desxgnce, who has agreed to thxs Judgment . '
F. “Settlmg State” means the state that has agreed to thts Judgment
| .G. “State Consumer Protect;on Laws means the consumer protectlon laws cued in

footnote 1.}

'ALABAMA Alabama Deceptlve T\'ade Practices Act § 8-19-1 et seq, (2002), ALASKA — Alaska Unfair Trade
_Practices and Consumer Protection Aet AS 45.50, 471 - 45.50.561; AMERICAN SAMOA — Consumer Protection

" Act, AS.C.A. §§ 27.0401 et seq.; ARIZONA - Constimer Fraud Act, ARS. §44-1521 et Seq.; ARKANSAS -
‘Arkansas Deceptlve Trade Practices Act, Ark. Code Ann, § 4- 88-101, ot seq.; CALIFORNIA Bus. & Prof Code §§
17200 et seq. and 17500 et seq.; COLORADO - Colgrado Consimer Protection Act, Colo. Rev. Stat. § 6-1-101 et
seq.; CONNECTICUT - Connécticut Unfair Trade Practices Act, Conn. Gen Stat. §§ 42-110a through 42-110q;
DELAWARE - Delaware Consumer Fraud Act, Del. CODE ANN. tit. 6, §§ 2511 to 2527; DISTRICT OF
COLUMBIA, District of Colunibia Consumer Protection Procedures Aot, D,C. Code §§ 28-3901 et seq.; FLORIDA
— Florida Deceptive and Unfair Trade Practices Act, Part II, Chapter 501, Florida Statutes, 501.201 et. seq.;
GEORGIA - Fair Business Practices Act, Q.C.G.A. Secnons 10-1-390 et seq.; GUAM - Trade Practices and
Consumer Protection, 3 G.C.A, Ch, 32 et soq.; HAWAII - Uniform Deceptive Trade Practice Act, Haw. Rev., Stat,
Chpt. 481A and Haw. Rev. Stat, Chpt. 480; IDAHO — Idaho Consumei Protection Aét, Idaho Code § 48-601 et seq.;
ILLINOIS - Consumer Fraud.and Deceptive Business Practices Act, 815 ILCS 505/2 et seq.; INDIANA —
Deceptive Consumer Sales Act, Ind, Code §§ 24-5-0.5-0,1 to 24-5-0, ;5-12; IOWA - Iowa Consumer Fraud ‘Act, lowa
Code Section 714.16; KANSAS - Kansas Consumer Protection Act, K.S.A. 50-623 et seq.; KENTUCKY ~ -
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H. Any reference to a written document sha,ll mean a physncal paper copy of the
_document electromc versmn of the document or electromc access to such document,

III INJU NCTIVE RELIEF

f' It 1s ordered that

McKmsey shall not accept any future engagements relatmg to the
dxscovery, development manufacture, marketmg, promotlon, advertlsmg, recall Wlthdrawal
) momtormg, sale prescnbmg, use o abuse of any Opxotd or other opxold-based Schedule II or III, .

Iy

controlled substance,

. B Nothmg in Sectlon III A above is mtended to prolubxt McKmsey from offermg lts
- ---:,servwes to (l) chents who, as part of thelr overall busmess, develop, manufacture, market,

promote, advertlse, recall thhdraw, dlstnbute, momtor, supply, sell of prescrnbe op101ds or

.:s' P

Kentucky Consumer Protectxon Act KRS Ch 367. 110, et seq LOUISIANA Unfaxr Trade-Practlces and -
‘Consumer Protection Law, LSA-R.S. 51:1401, et seq.; MAINB ~ Unfair Trade Practices Act, s MR.S.A, § 207 et
seq.; MARYLAND - Marylanid. Consumer Protéction Aét, Md, Code Ann;, Com. ‘Law §§.13-101 etseq;™ . - -
' fM.ASSACHUSE’I‘TS - Mass. Gen. Laws ¢. 934, 5§ 2 and 4 MICHIGAN - Mighigan Consumer Protection Act,
" MCL § 445.901 et seq,; MINNESO'I‘A -Minn, Stat, §§325D. 44, 325F 69; MISSISSIPPI - MlSSlSSIppl Consumer
Protection Act, Miss, Code Ann.§ 75-24-1, ef seq.; MISSOURI - - Missouiri Merohandlsmg Practices Aét; Mo Rev.

- Stat, §§ 407.010 et seq. MONTANA < Montana Consuniér Protection Act §§ 30-14-101 et seq; NEBRASKA-
‘Consumet Protecuon Act, Neb, Rév. Stat. §§ 59-160‘l et seq. and Umform Degeptive ” ’]‘rade Practices Act, Neb. Rev.
Stat, §§ 87-301 et seq.;; NEW HAMPSHIRE < NH RSA §358-A et seq; NEW JERSEY - New Jersey Consumer "

Fraud Act, NISA 56:8-1 &t sej.; NEW MEXICO - NMSA 1978, §-57-12-1 et seq,; NEW YORK - General .

Business Law Art, 22-A, §§ 349-50, "ahd Executive Law § 63(12);. "NORTH CAROLINA - . Noith Carolina’ Unfalr
_and Deceptive Trade Practices Acf, N.C/G.S. § 75.1.1, ot seq; NORTH DAKOTA -~ Unlawful Sales or Advettising
Practices, N.D, Cent. Code § 51-15-02 &t seq.; NORTHERN MARJANA ISLANDS ~Conguther Brotection Act, 4
"N, Mar. I, Code §§ 5201- et $eq; OHIO - Ohio Consumer, Salec Pragtices Act,R.C. 1345.0], et s¢q., OKLAHOMA
.—Oklahoma Consumer Protecﬁon Act150.8, §§ 751 et'seq.; OREGON ~ Oregon Unlawful Trade Practices Act,
Of. Rev. Stat, § 646.605 &t seq.;. PENNSYLVANIA Pcnnsylvaum Unfair Trade Practicés and Consumer
Protection Law, 73 P.8. 201-1 et seq .; PUERTO RICO ~ Puerto Rico Antitrust Act, 10 L. PR.A. §259; RHODB
ISLAND = Deceptive Tradde Practices Act, Rhode Island Gen, Laws § 6-13.1-1, et seq.; SOUTH CAROLINA -
South Carolina Unfair Trade Practices Act, S.C. Code Ann. § 39-5-10 &t seq.,; SOUTH DAKOTA = South Dakota
Deceptive Trade Practices and Consumer Protection, SDCL oh, 37-24; TENNESSEE ~ Tennessce Consumer
Protection Act, Tenn, Code Ann, 47-18-101 et seq.; TEXAS — Texas Deceptive Trade Practices-Consumer
Protection Act, Tex, Bus, And Com, Code 17.41, et seq;; UTAH - Consumer Sales Practices Act, Utah Code Ann.

§§ 13-11-1 et seq,; VERMONT - Vermont Consumer Protection Act, 9 V.8.A. § 2431, et seq.; VIRGIN ISLANDS
- Virgin Islands Consumer Protection Law, 12A V.I.C/§§ 101 et seq.; VIRGINIA-Virginia Condumer Protection
Act, Va Code Ann. §59.1-196 et seq.; WISCONSIN — Wis. Stat. § 100.18 (Fraudulent Représentations);
WYOMING - Wyoming Consumer Protection Act, Wyo. Stat. Ann. §§ 40-12-101 through -114.
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; other 0p10ld based Schedule Hor Jigi controlled substances, so long as the subJect matter of the

engagement does not spectf' cally relate to optords or other oploxd-based Schedule II or III
| controlled substances, ot' (2) health care provrders, health plans, non-proﬁt entrtnes, govemments,
‘ .and quasx'governmental agenctes, or any other cllent that 1s not a pharmaceutrcal manufacturer
forg purposes of addressmg a humamtarran health cnsns, drug abuse preventlon, treatment, and
| .mttlgatlon or abatement efforts, or other publxc health beneﬁt L

= C Within elghteen months of the Effectwe Date for paragraph 4 below, and w:thm ,

: twenty-four months of the Effectlve Date for paragraphs 1-3 below, McKmsey shall develop and.
:,_ 1mplement a document retentron pohoy that provrdes as follows S 7
| 1. McKlnsey shal] mamtam a centraltzed doeurnent storage system (“Storage
'_-System”) such asa dooument management system ora f’ 1e sharmg platform
- 2. Unless prohxbtted by state, federal or forelgn law, MeKmsey shall requlre 1ts
'-:.partners and employees, to the extent possﬂ:rle on a best-efforts basxs, to create
and mamtam a final workmg papers ﬁle (“F mal Workmg Papers Flle”) relatmg to
. "cllent engagements on; the Storage System The Fmal Workmg Papers Flle shall
B 'mclude, but not be hmlted to letters of proposal contracts, memoranda mvorces

contracted dehverables, and close-out memoranda

3. MoKmsey shall retain the Fmal Workmg Papers File for 8 mmrmum of seven

years.
4, McKinsey shall retain all communications and documents exchanged on any

electronic mail (including associated attachments) or instant message system that
McKinsey authorizes its personnel to use for five years; -

5. Nothing in this section shall prevent McKinsey from: (a) deleting documents or

-6-



’data as requlred by any state, federal or fore:gn law or regulation, or (b) dcletmg
documents or data as contraotually reqmred by 8 thll‘d party ‘whete such
| .contractual requxrement is reasonably necessary to allow the third party to comp]y
..'-Awnh any state, federal' oF forotgnlaw ot regulatnon A
D. ‘. ,.i’McKmsey shall 1mpletncnt a wnttcn pollcy requu'mg t.hc terrnmatlon of any |

gemployee that engages m the mtentlonal spohatlon of evxdence for an xmptoper purpose, S

' E In the next calendar year aﬁcr the Bffectlvc Date McKmscy shall mclude m the

~ -annual ackndwledgcment that all McKmsey partners are requlred fo certlfy a sectlon dcscnbmg
-the tcrms and condltlons of thlS Judgment, and McKmsey shall fui'ther holld 'ac‘idmonal annual
‘ trammg for partncrs m the Phannaceutwals & Medtcal Prodtmts practlce concemmg the terms :
‘and condltlons of thlS Judgment , | | . . A | .
= F. : Revlslons to C]xent confhct pollcy pertammg to Govermnent Chents (deﬁned
. "-below), which shall be 1mplemented wuthm 60 days of the Eﬁ‘ectlve Date |
1. McKmsey agrees to revxse xts conﬂwt pohcy pertammg to potontlal engagements |
t ,by any Settlmg Statc, county government or mumclpal govcmmcnt (orany
..govemment agency of the aforementloned) (“Govemment Cllent”) to reqmre a
Awntten dlsclosure of any materlal conﬂlct (“Conﬂlct stclosurc”) whcn (A)
: respondmg in wrxtmg to a request for pmposal (B) formal]y proposmg work ,(©)
tcndermg an engagernent lctter toa Govemment Clxent or (D) begmmng work for
a Government Client in th¢ absoncq of an engagemont letter, proposn],.or request
for proposal, whichever occurs first (“Trig_ge'ring Event”).
2. A material conflict exists for purposes of this Section. IILF when, at the time of

any Triggering Event, McKinséy is advising or in the past three years has

.-



p'r'evioﬁsly éaviséd an mdustry client on Wofk which, in the view of a neutral and
detached observer, is or was materlally adverse to the work McKmsey would
perform for the Govcrnmcnt Chent, such that whcn McKmsey is workmg or has |
:worked to advance the goals or mterests of the mdusuy chent :t 1s hkely to harm
the goals or mterests 1t is workmg to advancc of the Government Chent ‘
3. >W1thm 90 days of the Effectwe Date, McKmsey shall revxew each cun'ent-
"‘engagement w1th a Govemment Chcnt and provndc a Confhct D1sclosure where 1t
» .wou'Id;l;e othervvlse requlred under th is Sectlon III F for a new Govemment "
._,-:Chent._ _ _> | - | L . |
4, "Nothmg in thls Sectlon III F shall supersede or affect any lega] or contractual
| _obhgatlon McKmsey may have pertamlng to conﬁdcntlalxty, confhcts, or
) .‘:engagemcnt of chents (“Chent Obllgat:ons”) Thc Conﬂlct stclosurc shall not
"-_requxre McKmsey to v1olate any conﬁdentlahty oblxgatlons McKmscy has wnth its
.‘clwnts, and McKmsey satlsﬁes its obhgat:ons under thls sectlon by prov1dmg a
Confhct Dtsclosure (A) 1dent1fymg the relevant mdustry, and (B) gencrally
'_ descrlbmg the work McKmsey performs for its mdustry chent (wuhout
B 1dennfymg its chent) If for whatever reason McKmsey determmes that its Client
Obhganons preclude a Conﬂlct D;sclosure, McKmsey agrees to decline the work
for the Govémment Client. .
G. McKinsey shall not use, assist, or employ any Third Party to engage in any

activity that McKinsey itself would be prohibited from éngaging in pursuant to this Judgment,



| H.’ The foregoing mJunotlve tenns may be amended by agreement between

McKmsey and the Slgnatory Attorney General w1thout thlS Court s approval or amendment of

- this ,ludgme_nt. . | _ 3 S ’_ - S~ '

rv PUBLIC ACCESS 'ro MCKINSEY DOCUMENTS

Itis ordered that g | '

', A : Documents Subject to Publrc Disclosure
1, The followmg documents shall be produced by MeKinsey to each Settlmg State -
and are sub_| ect 0 publlc dlsclosure m perpetuity as part of a document dxscloSure program,

. except f‘or the redactlons authortzed by Sectlon B oy _ _

_ _ltAll non-prwrleged documents McKmsey produced to any of the Settl mg States in,
response to mvesttgatu/e demands or other f‘ormal or mforma] requests related to 0p101ds
in 01 9 2020 or 2021 prlor to the date of thls Judgrhent that fall wrthm the followmg
oategorles o '

o All cOmmumeatrons wrth Purdue Pharma LP (“Purdue”),

b All documents reﬂectmg or COncemmg McKinsey’s work for Purdue,

e, All commumcattons thh Endo Pharmaceutlcals (“Endo R J ohnson & Johnson, or
Malhnokrodt Phannaceutrcals (“Mallmckrodt”) related to oploids,

d. All docurnénts reﬂectmg or conoemmg McKmsey 8 work related to OplOldS for
Endo, Johnson & Johnson,_ or Mallrnokrodt;

e. All documents and communioetions sent or received by .individual consultants
agreed upon by McKinsey and the Settling States related to opioids or the opioid
crisis; | '

f. All documents listed by Bates number in Appendix A,

9-



2, All docume'nts produced under"this' nrovisiOn shall be pro;rided,in electronic
format w1th a]l related metadata McKmsey and the Setthng States will work cooperatwely to
' develop techmcal speclﬁcatlons for the productxons
B Informatron That May Be Redacted
The followmg categones of mfonnatlon are exernpt ﬁom publlc drsclosure
: 1 S Informat;on subJect to trade secret protectlon A “trade secret” is mformatlon '
' mcludmg a formula, pattem, compﬂatron, program, devxce, method techmque or process that

(a) derrves mdependent economlc value, actual or potentla] from not bemg general]y known to

the publrc or to other persons who can obtam economrc value from lts dlsclosure and use and (b) .

*

""13 the subject of efforts that are reasonable under the elrcumstances to mamtam rts secrecy Even'
xf the mformatron falls wrthm the deﬁmtnon,“trade secret” does not 1nclude mformatron |

- reﬂectmg oprord sales of promotlonal strategles, tactlcs targetmg, or data, or mternal

"commumcatrons related 1o sa]es or promotron of OPIOldS

2 Conﬁdentlal personal mformatxon “Conﬁdentlal personal mformatxon rneans
. 1nd1v1dual Socaal Secunty or tax 1dent1ﬁcat10n numbers, personal f' nancml account numbers
passport numbers, drlver llcense numbers, home addresses, home telephone numbers, personal
' emaxl addresses, and other personally xdentrf“ able mfcnnatlon protectecl by law from dlsclosure
“COflﬂfi_@ﬂtlal personal 1nforrnatxon g does .not mclude,_the nam_esof o,fﬁcers, directors, employees,.
agents, or attorneys of McKinsey, Purdue, 'Endo; Johnson & Johnson,"or.lv:l'allincl(rodt,' o of a
government agency.

3. .Information that is inappropriate for public disclosure because it is subject to

personal privacy interests recognized by law (e.g., HIPAA), or contractual rights of third parties

(including McKinsey’s clients) that McKinsey may not abrogate. McKinsey shall make its best

-10-



-efforts to ensure that dlsclosute into the document reposrtory Is ot llmlted or. proh1blted by
contractual rlghts of Purdue wnh regard to any documents or by contractual nghts of Endo,

_Johnson & Johnson or Mallmckrodt wnt.h regard to documents related to OpIOIdS

r formatlon regardmg McKmsey parmers . OF employees personal or professwnal

4-\

matters unrelated to McKmsey or omo:ds, mcludmg but not l:mlted to emeuls produced by
.McKmsey custodlans dtscussmg vacatmn or s1ck leave, famlly, or other personal matters

C Redactlon of Documents Contaming Protected Informatmn ’

1. WheneVer a document contams mformatlon subJect to a cla:m of eecelnot1on
:pursuant to Seetlon'B MeKlnsey shall produce the document in redaoted form Such redaotwns i
| shall mdlcate that trade secret and/o: pnvate mforrnatlon, as approprnate, has been redacted )
Redactlons shall be lmlted to the mmimum redaotlons possxble to ptotect the legally recogmzed
-"mdmdual prlvaoy 1nterests and trade secrets 1dent1fied above 2 S

: ,_2. McKmsey shall produoe to eaoh Settlmé Stete a log notmg each document
redacted The log shall also prov1de ﬁelds statmg the ba91s for redactmg the document with.
sufficient detail to allow an assessment of the merlts of the assemon The log is subject to pubhe |
dlsclosure i perpetulty The log shall be produced s1multaneously with the productlon of |
documents requlred by Sectlon IV F

- 3. In addmon to the redaeted documents, McKmsey shall upon any Settlmg State’s
request, a]so produce all documents tdentlfied in Sectlon IV.A above i unredacted form to such
Settling State at the same time, The redacted documents produced by McKinsey may be publicly

disclosed in accordance with Section IV.E below. The unredacted documents produced by

McKinsey to a Settling State shall be available only to such State unless McKinsey’s claim of
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cxemptron under Sectlon IV B is successfully challenged m accordance wrth Sectron IVCaor
_.the trade secret desrgnatmn expxres m accordance wrth Sectron IV D - |

) ‘. 4 Anyone, rncludmg members of the pubhc and the press, may challenne the
_ .approprlateness of reclactrons by providmg notrce to McKinsey and 2 Settltng State, wh1ch

'Setthng State shall revrew the challen"'etand mform McKmsey of whether the challenge has

'suffictent merxt to warrant trxggermg the remalmng provrsrons of thls paragraph If the challenge
'.-rs not resolved by agreement |t must be resolved m thc ﬁrst mstanoe by a thrrd party Jomtly ﬂ _
appomted by the Settlmg State and McKmsey to resolve such challenges The dec:slon of the
‘ :thrrd party may be appealed to a court w1th enforcement authorlty ovcr thrs Judgment If not $O
: appealed the thrrd party s dec1s1on 1s ﬁnal In connectlon wrth such challenge, a Settlmg State |
may provrde ooples of relevant unrcdacted documents to the partles or. the decxsronmaker, subject
to approprxate conﬁdentlahty and/or m camera rev1ew protectlons, s determmed by the :
decxslonmaker | ‘ - : L ‘_ l

D. Revrew of Trade Secret Redactlons

Seven years aﬁer McKmsey completes the productlon of i 1ts documents in accordance
with Sectlon IV F and upon notice by a Settlmg State, McKmsey shall revrew all trade secret
assertxons rnade m accordance wrth Sectlon v, B The newly unredacted documents may thcn be
‘publicly disclosed by a Settlmg State in accordance w1th Sectron IV.E McKmsey shall produce
to each Settling State an updated redacnon log Justlfymg its desrgnatxons of the remalmng trade
secret redactions. |

E. Public Disclosure through a Document Repository

Each Settling State may publicly disclose all documents covered by Section IV.A through

a public repository maintained by a governmental, non—profit, ot academigc institution, Each
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Settlmg State may spectfy the terms of any such rep031tory ] use of those doeuments mcludmé
o al]owmg the reposttory to mdex and make searchable all documents subJect to pubhc dtsclosure,
me!udmg the metadata assoclated wzth those documents When provxdmg the documents |
covered by Sectton IV A to a pubhc reposxtory, no Settlmg State shall mclude or attach w1thm '
:the document set any eharacterizatton of the content of the documents For the avoxdance of
doubt nothmg m thls paragraph shall prohtblt any Settlmg State from publlcly chscussmg the

'documents covered by Sectlon IV A'f I

F i" Timehne for Production

McKmsey shall produce all documents reqmred by Sechon IV A W1th1n mne months
from the Eft‘ectnve Date . | '

‘.‘ G Costs » . .

The Setthng States may allocate funds ﬁ'om the Settlement to fund the allocable share of

-all reasonable costs and expenses assoctated thh the publtc dlsclosurc and storage of -
McKmsey s documents through any publlc repos1tory

| v. PAYMENT

l_i McKmsey shall pay a total amount of $573 91 9 331 (“the Settlement

Amount”) Of the Settlement Amount, $558 919 331 shall be allocated among the Settlmg
States as agreed to by the Settlmg States Itis the mtent of the Partles that the $558 919,331 paid
to the participatmg States w:]l be used, to the extent practlcable,. to remediate the harms.caused to
the Settling States and their citizens by the opioid epidemic within each State and to recouer the

costs incurred by the Settling State in investigating and pursuing these claims.> McKinsey shall

2 Payments 1o North ‘Carolina shall be used for Oploid-Remedmuon Purposes to the extent
practicable. Opioid-Remediation Purposes shall be expenditures that have not already been incurred and are designed
to (1) address the misuse and abuse of opioid products, (2) treat or mitigate opioid use or related disorders, or (3)
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pay the $15, 006 000 balance of the Settlement A-motmt to the Nn'tio:n‘al As‘sociation.of Attortiey's
General (“NAAG Pund”) The NAAG Fund sha]l be used ﬂrst to rexmburse NAAG for the
costs and expenses of the States 0p101d mvestlgatxons in the amount of $7 000 000 and secOnti
to relmburse pamclpatmg States for documented costs and expenses assooxated thh the
mvesttgatxon of McKmsey submnted by or before March 1 2021 subject to reasonable
-parameters to be set by NAAG The remammg balance of the NAAG Fund shall be used to fund
. the estabhshment of an onhne reposnory of 0p10[d mdustry documents for the beneﬁt of the
pubhc }
iy, | McKmsoy shall pay a total amount of $573 919 331 as follows l) the mmal
payment of $478 266 lll mcludlng the $15 000 000 payment to NAAG shall be pmd by 60
’ -days after the Effectwe Datc, 2) the Second payment of $23 913 305 shall be pmd no later than *
| one yedr from the date of the lmtial payrnent 3) the thlrd payment of $23 913 305 shall be paid
no later than two years from the date of the 1n1t1al payment' 4) the fourth payment of
$23,913, 305 shall be pald no later than three years ‘from the date of the mmal payment; and 3)
the fifth payment of $23,913,305 shell be pald no later than four_yea_rs from the date of the initial

payment,

support other strategies to address the opioid epidemic, incliding prevention, treatment, recovery support, connections
to care, and harm reduction. Expendttures may include reasonable related administrative expenses. The non-
exclusive list of remediation strategies in Appendix B qualify as Opimd-Remednatton Purposes. McKinsey’s
payments allocated to North Carolina under paragraphs V.1-V.2 shall be due as follows; (1) $15,735.496.23 by 60
days after the Effective date; (2) $812,249.62 no later than one year from the date of the initlal payment; (3)
$812,249.62 no later than two years from the date of the initial payment; (4) $812,249,62 no Iater than three years
from the date of the initial payment; and (5) $812,249.62 no later than four years from the date of the initial payment,
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3. McKmsey will not seek mdemmﬁcatmn from any entlty thh respect t0 tlus
- Judgment prov1ded however, that the foregomg llmltatlon shall not be constxued to apply to amy
: ol VI ENFORCEMENT
' A ' For the purposes of resolvmg dlsputes W1ﬂ1 respect to comphance wnth thlS '

Judgment should any of the Slgnatory Attomeys General have 1 reasonable bas;s to beheve th&t

McKmsey has engaged m a practlee that vxolates a prov1smn of tlus Judgment subsequent to the '
‘Bffecttve Date, then such Slgnatory Attomey General shall notlfy‘Mc.K'xnsey in Wntmg of the
, specxﬁc objectlon, xdent:fy w:th partxcularxty the provmon of ttus Judgment that the practlce
:,' appears th vxolate, and gwe McKmsey 30 days to respond to the notlficatton, prov:ded however, -'
| -that a Slgnatory Attorney General may take any actlon 1f the Slgnatory Attomey General
jbeheves that, because of the speclfic practxce, a threat to the health of safety of the publlc

requlres 1mmed1ate acnon i

'B. Upon recexpt of wntten nouce, MeKmsey shall proyxde a good falth wrxtten
response to the Slgnatory Attomey General’s notlficahon, contammg elther a statement
: eprammg why McKmsey beheves lt IS m compllance with the Judgment or a detalled |
explanatlorl of how the alleged vxolatlon oceurred anda statement explammg how McKmsey
mtends to remedy the alleged breach Nothmg in this sectxon shall be mterpreted to lmut the
State of North Carolma s cml mvestlgatxve demand (“CID™) or mve’stigative subpoena authonty,
to the extent such authority exists under ap’plicable law, and McKinsey reserves all of its rights in
responding to a CID or investigative subpoena issued pursuant to such authority.
C. The Signatory Attorney General may agree, in writing, to provide McKinsey with

additional time beyond the 30 days to respond to a notice provided under section V.A. above

without Court approval,
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D.  Upon giving McKinse.;r 30 days to respond to the notiﬁcetlon describ'ed above,
| the Signatory Attorney. General shall also be pcrmrtted reasonable access 10 mspect and copy
-relevant, non-pnvrleged non-Work product records and documents in the possessmn, custody, ot
’ contro] of MOKJIISO}’ that relate to McKmsey s complrance wrth each provxsxon of this J udgment
pursuant to that State 5 CID or mvestxgatlve subpoena authonty ‘

. E, The Slgnatory Attomey General may assert any clann that McKmsey has v:olated

- this Judgment ina separa,tc cml actton to enforce comphance thh this Judgment or may seek
'any other rellef afforded by law for v:olattons of the J udgment but only after provzdmg
“‘McKmsey an opportunity to respond to the notlf" catton descnbed in paragraph VI A above,
'provnded however, that a Srgnatory Attomey General may take any action if the Stgnatbry
‘ «Attorney Gehoral beheves that, because of the specrﬁc practlce, a t.hreat to, the health or safety o;t‘
the public requrres 1mmed1ate actlon o ' -
' VILRELRASE
A. Released Clarms. Byits executnon of thls Judgment, the State of North Carolina

releases and forever dlscharges McKmsey and 1ts past and. present ofﬁcers, dll‘eCtOI'S, partners,
employoes, representattves agents afﬁhates, parents, subs1d1ar1es, operatmg compames,
predecessors asmgns and successors (collectwely, the “Releasees”) from the followmg all
claims the Slgnatory Attomey General 1s authorlzed by law to bnng ansmg from or related to the
Covered Conduot, mcludmg, w1thout hmltatxon any and all acts, failures to act, conduct,
statements, errors, omissions, breaches of duty, services, advice, work, engagements, events,
transactions or other activity of any kind whatsoever occurring up to and including the effective
date of the Judgment. Released claims will include, without limitation, ¢laims that were or could

have been brought by a Settling State under its State’s consumer protection and unfajr trade
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practices law, RICO laws, false elatms laws and claims for nublte nuisance, together with any
related common law and equntable clmms for damages or other rehef .

B. Clalms Not Covered Notwnhstandmg any term of thlS Judgment speclﬁcally
reserved and excluded from the release in Paragraph VII A as to any enttty or person, tncludrng.
Releasees are any and all of the fo]lowmg | V »

L Any crrmmal hablhty thiat any person and/or ennty, lncludmg Releasees,
R has or may have to the‘ State of North Carolma ‘ gt R

2. ,Any ewxl or admtmstratrve lrabllrty that any person and/or entlty, moludmg
Releaseés, hds of'thay havo to the State of North, Carolina not covered by the
release in Paragraph V A above meludmg the followmg ¢laims: -

(a) state or federal antrtrust v1olatrons’ PR
(b)"  any claims artsmg under state tax. laWS' RS
(c). any c]atms arising under state secuirities. laws, S :
{d) any - actton to. enforce this consent Judgment and any subsequent related
' orders ahd Judgments : 3 . ‘

3. ‘Any habrhty under the State of North Carolma s above-c1ted State Consumer |
- Protection Laws which any. person: and/ot entity, including Releasées, has or may
- have to individual consumers. Nothmg herein precludes the Releasees, from -
- ésserting any olalms or dei’enses that may be available to xt under the law in auy '
‘coutt actlon = . o ;
_ VIII ADDITIONAL PROVISIONS
A, Nothmg in this Judgment shall be construed to authorlze or requlre arty actron by
McKinsey in v1olat10n of appltcable federal state, or other laws
" B. Modiﬁcatlon Thls Judgment may be modlﬂed by a stipulation of the Parties as
approved by the Court, or by court proceedings resulting in a ‘modified judgment of the Court,
except to the extent as otherwise provided herein. For _p"urpdSes of modifying this Judgment,

McKinsey may contact any member of the MultiState Executive Committee for purposes of

coordinating this proeess.
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C The acceptance of tlns Judgment by the State of North Carolma shall not be
deemed approval by the State of North Carohna of any of McKmsey 8 busmess practlces
Further, nelther McKmsey nor anyone actmg on ltS behalf shall state or 1mp]y, or cause to be
stated or |mphed that the State ot North Carolma or any other gOVernmental umt of North
'Caro[ma has approved, sanctloned or authonzed any practxce aet of conduct of McKmsey

D _ '. Any fa:lure by any party to thxs Judgment to 1n51st upon the strlct performance by
any othcr party of any of the prowsmns of thls Judgment shal] not be deemed a waxver of any of

'the pl‘OVISlOIlS of tl'us Judgment, and such party, notWJthstandmg such fallure, shall have the nght"

: thereaftcr to msxst upon the Spemﬁo performance of any and all of the provmlons of thts

' J udgment

o '. E . Entlre Agreement This Judgment represents the full and complete terms of the

K settlement entered inta by the Parttes hereto, except as the partles have otherwnse agreed In any

) :actton undertaken by the Partles, no pr:or versions of thls Judgment and no prxor versmns of any ;
of its. terms that were not entered by the Court in thts Judgment may be mtrodueed for any
purpose,whal;soever ‘ S

F. Junsdtctton ThlS Court retams jurxsdxctlon of this Judgment and the Partles
hereto, for the purpose of enforcmg and modxfy:ng thls Judgment and for the purpose of grantlng |
such addxtxonal rehef as may be necessary and approprmte ©

G. If any prowsnon of th1s J udgment shall be held unenforceable the Judgment shall
be construed as if such provision dld not exist,

H. Counterpalts:,'lhls Judgment may be executed in counterparts, and a facsimile or

.pdf signature shall be deemed to be, and shall have the same force and effect as, an original

signature.
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L Notice: All N;)_ti‘oes under this Judgment shall be providéd to the -foll‘oi};'ing via

~ eail and Overnight Mail:

Defe da

o c/o James Bernard ‘Bsq.

-Stroock & Stroock & Lavan LLP
*.180 Maiden Lane o

~'New York NY 10038

i _'at ity X "m eneral
: c/o Consﬂmer Protcctxon Sectlon
,North Carolina Departmept of Justlce

" Post Ofﬁce Box 629
:‘Ralelgh NC 27602
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" APPROVAL BY COURT.

232021

. day/of

: SL'l._pér‘iqr Cghuft Juilge

- APPROVED FOR FILING and SO OR,ngalj‘fnis ,/ ,7‘

Approved ; :
" Fot Defendant McKmsey & Company, Inc Umted States

7 -
/)«'_' %— .. . Febrays, 2021
Jonidhan Slonim Date

. Assistant Secretary
: McKmscy & Company, Inc Umtcd States

LOC&[ Counsel for McKinséy & Compaﬁy, Inc. United States

/’%/, February 4, 2021

“David ﬁrlfuzum : o Date
N.C. State Bar No. 41398 - :
Erwin, Capitano & Moss, P.A.

4521 Sharon Road, Suxtc 350
Chatlotte, North Carolina 28211
Phone; (704) 716-1208
dlvzum@ebcmlaw.com
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For Plaintiff Staté.éf North Carolina

Jonathfn R, Marx ~ - . 77 .
Assistarft Attornéy Genéral
N.C. State Bar: No. 35248

2/

‘Date
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Appendix B

PAR.T';QﬁE_: TREATMENT . N
A, TREAT OPIOID USE DISORDER (OUD)""

Suipport freatrment of Oﬁiﬁid_Uéé Disorider (OUD) and gny co-occurring ";Sgbst@xice‘:ﬁsc Disorder

“or Méntal Health (SUD/MH) Gonditions through evidence-based or evidence-informed programs

-or strategies that may iriclude, but are not limited to, the following:* ot
1" Bxpand availability of freatment f5r OUD and any, c6-occuiring SUD/MEL conditions, .

* including all forms'of Medication-Assistéd Treatirient (MAT) approved by, the U.S: Food and

2. Support and relmbursc cwdencc-based servmesthat adhere to the Amerlcan Societ)'of .
‘Addiction Medicing (ASAM) continuim of care for OUD"and any.co-occuiting SUD/MH" <

-3, Expéﬁd’_te'l-éhéhl{h ‘t_i}_}i"t_l:(_",r'eﬁsé-:a&‘:'cé_sé'.t0" ﬁeéﬁﬁént’ for OUD andanycooccumngSUDMH .
conditions, including MAT, as well as counselirig, psychiatric support, and other treatmght and
y@cg‘vép}is'uppor‘t?er\ricc{s‘;:'_;._. D e S
4, vaf_.xp‘ré've‘ ovcf:s_igﬂt éf ‘_C.)p;i'oid Trcatment P‘rég'i‘anis (fOTPs:)' to ﬁésu_té 'eVidg:ﬁéébaséd or -
evidenge-informed practices such as adequate methadonie dosing and low threshold approaches
to treatment, SR a SR

S. Support nio]ﬁilé'int'e'itvehf'ioh, tpeajtrﬁe_nt, and recovery setvioes, offered by"qii"alfﬁedi _
professionals and service providers, such as peer recovery coaches, for persons with QUD and
any co-occurting:SUD/MH conditions and for persons who hdve experienced an'opioid
'overdosé-.:. . , L e s ) " o

6. Treatriont of trauma for individuals with OUD (e.g., }iiéicﬁ.c‘ié‘,s:sé)éué.l aséault, ﬁﬁman'.
trafficking, or adversé childhood experiences) and family merabers (¢.g., surviving family .

- members after an'overdose or ovérdose fatality), aihd training of health care personnel to identify
and address such traumd. ' ' T

7. Support e\iidence-baécd withdﬁwal-management services for people with OUD 'aﬁd any co-
occurring mental health' conditions. L

3 As used in this Appendix. B, words like “expand,” “fund,” “provide” or the like shall not indicate &
preference for new or existing programs. Priorities will be established through the mechanisms described in the Term

Sheet.
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8. Trammg on MAT for health care provrders, first responders, students; or other supportmg
proféssionals, such as peer recovery coachés or recovery outréach specralrsts mcludmg
telementormg to assrst commumty based provrdcrs in rural or underserved areas

9. Support workfo:rce deveIOpment for. addrctron professronals who work wrth persons w1th ouD
“i_hand any. co-oocumng SUD/MH condmons N « R ,

. 10, Fellowshlps for addlctlon medlcme speoralrsts for drrect patlent oare, 1nstruotors, and clmreal
' 'research fo reatments ' . { . . : T

: i l Scholarshrps and supports for behavioral health practrtroners of workers involved in.

'addressmg OUD and any co- occumng SUD or mentai health oondrtlons, moludmg but not

, prOVIderS to work m rural or underserved areas.

12 Provrde fundmg and trammg for clmrcrans to obtam A waiver under the federal rug

) Addrctron Treatment Aét of 2000 (DATA 2000) to presorrbe MAT for OuD; and provide
. ‘_teohmcal assrstanoe and professxonal support to olmrcrans who have obtamed a DATA 2000

;warver _-" : : . . y . : C R .

13 stsemmatlon of web-baScd trammg cumcula, such és the Amcrlcan Academy of Addlctron
’ Psychratry s Provider Clrmcal Support Servrce-Oprords web based trammg oumculum and
-motlvatronal 1nterv1ewmg B ) = s .

14, Development and drssemmatron of new ourrloula, such as tbe Amerlcan Academy of
Addrctlon Psychratry s Provrder Clu'uoal Support Servrce for Medwatron-Asstted Treatment.

B. SUPPORT PEOPLE IN TREATMENT AND RECOVERY

,Support people in treatment for or recovery from oUD. and any co-ocourrmg SUD/MH .
.conditions through evrdence-based or evrdence-mformed programs or etrategres that may
mclude, but are not hmrted to, the tollowmg ; .

1. Provrcle comprehensrve wrap-around servrces o mdwrduals wrth OUD and any co-occurrmg
SUD/MH conditions, moludmg housmg, transportatlon. eduoatlon, ob plaoement JOb training,
'or cl'uldcare S c . ,

2. Provrdc the full contmuum of care of treatment and recovery servrces for OUD and any co-
occurring SUD/MH conditions, mcludmg supportive housmg, peer stipport services and
counselmg, community navigators, case management, and connections to community-based
services.

3. Provide counseling, peer-support, recovery case management and residential treatment with
access to medicationis for those who need it to persons with OUD and any co-occurring
SUD/MH conditions.

4, Provide access o housing for people with-OUD and any co-occurring SUD/MH conditions, .
including supportive housing, recovery housing, housing assistance programs, training for
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housing providers, or recovery housing programs that allow or mtegrate FDA-approved
medxoatron wrth other support servrces 4

5. Prov:de commumty support servxces, ineludmg social and legal serviées, to° asstst in -
demstxtutronalrzmg persons wrth OUD and any co-occurrmg SUD/MH condmons

"6 Support or expand peer-recovery centers, ‘which may mclude support groups, social events,
'computer access, or other servrces for persons wrth OUD and any co- occurrmg SUD/NH-I '
_j_condrtlons - o . : _

' 7 Prov1de or support transportatlon to treatment ot recovery programs or servxces for persons
' wrth OUD and any co-occurrmg SUD/MH condmons Lt :

: 8 Prov1de employmsnt trarnmg or educatronal serv:ces for persc)ns in treatment for or recovery
from OUD and any co-occurrtng SUD/MH conchtrons ER B

9. Identxfy successful recovery programs such as physloran, ptlot and college reeovery programs,”
"‘-and prov1de support and technical assrstance to lncrease the number and capacrty of h:gh qualrty ‘
r_},.programs to. help those in recovery. SRR S : L

.10, hngage non-proﬁts, farth-based commumttes and commumty coalmons to support people in
: treatment and recovery and to support famlly members in therr efforts to support the person w1th
»H'OUD in the famlly : PSR T : . :

<11, Trammg and development of procedures for gOVemment staff to approprlately mteraot and
_provide social and other servrces to mdmduals w:th orin recovery frorn OuUD, mcludrng
reducmg sngma ’ - :

12, Support strgma reductlon efforts regardrng treatment and support for persons with OUD
‘ moludmg reducmg the stlgma on effectlve treatment : :

- 13, Create or support cultutally approprrate services and programs for persons vnth OUD and
any oo—occumng SUD/MH condltxons, meludmg new Amerrcans

14, Create and/or support recovery hrgh schools

15. Hire or tram behsvroral health workers to provrde or. expand any of the servrces ot supports
hsted above. . . _

C. CONNECT PEOPLE WHO NEED HELP TO THE HELP THEY NEED
(CONNECTIONS TO CARE)

Provide connections to care for people who have ~ or at risk of developing ~ = OUD and any co-
occurring SUD/MH conditions through evidence-based or evidence-informed programs or
strategies that may mclude, but are not limited to, the following:

1. Ensure that health care provrders are screening for OUD and other risk factors and know how
to appropnately counsel and treat (or refer if necessary) a patient for OUD treatment.
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2. Fund Screening, Brtef lnterventton and Referral to 'I‘reatment (SBIRT) programs to reduce the
transition from use to dtsorders, mcludmg SBIRT servrces to pregnant women Who are umnsured
or not elrgtble for Medlcalcl

3. Provrde trammg and long—term 1mplementatlon of SBIRT in key systems (health schools,
colleges, criminal justrce, and probation), with a focus on youth and young adults when
transrtton from mrsuse to oprotd dlsorder is comrnon ' :

A

4 Purchase automated versmns of SBIRT and support ongomg costs of the technology

. 5. Expand serv1ces such as navxgators and on-call teams to begm MAT m hospxtal emergency
departments g : : , . : .

6. Trammg for emergency room personnel treatmg optoxd overdose patlents on post-dtscharge
plannmg, mcludmg cotnmumty referrals for MA'I‘ recovery case management or support
servrces : A , - s

A Support hospttal programs that trensxtton persons w:th OUD and any co-occurrmg SUD/MH
.conditiéns, or pérsons who have expertenced an opioid. overdose, irito clmrcally-appropnate
: follow-up care through a bndge clmtc or sumlar approach ,

8 Support crisis stablltzatlon centers that serve as an altematlve to hOSpltal emergency
: departments for persans wrth ouD and any 0~ occurrmg SUD/MH condtttons or persons that
have expertenced an OplOld overdose o

9. Support the work of Emergency Medlcal Systems, mcludmg peer support specrahsts, to
connect individuals to teeatment or* other appropmate servrces followmg an opioid overdose or
other oprotd-related adverse event. EE

10. Prov1de fundmg for peer support specrahsts or recovery coaches in emergency departments
detox facilities, recovery centers, recovery housmg, or similar settmgs offer services, supports,
or tonnectjons to care to persons with OUD and any co-occurrmg SUD/MH condmons or {0
'persons who have experlenced an optord overdose. S

1 1 Expand warm hand-off services to’ transxtton to recovery servroes

12, Create or support school-based contacts that parents can engage with to seek rmmedtate
treatment services for their child; and support prevention, intervention, treatment and recovcry
programs focused on young people.

13. Develop and support best practices on addressing OUD in the workplace,
14, Support assistance programs for health care providers with OUD,
15. Engage non-profits and the faith comrnunlty as a system to support outreach for treatment.

16. Support centralized call centers that provide information and connections to appropriate
services and supports for persons with QUD and any co-occurring SUD/MH conditions.
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D. ADDRESS THE NEEDS OF CRIM]NAL-JUSTICE-INVOLVED PERSONS

Address the needs of persons wnth OUD and any co-occumng SUD/MH condrtlons who are

involved in; are at risk of becoming involved in, of are translttonmg out of the ‘criininal justice

system through evidente-based or evrdence-mformed programs or strategles that may mclude,
_ but are not lrmtted to, the f‘ol]owmg‘ : - . S

"1 Support pre-arrest or pro~ atgnment drversron and deﬂectron strategtes for persons thh
‘OUD and any co-occumng SUD/MH condttxons, mcludmg estabhshed strategies such as .

ia Self-refertal strategles Such as the Angel ngrams or, the Pollce Assrsted Addtctlon
Recovery Imtratzve (PAARI) - , HETL

'b Actwe outreach strategres such as the Drug Abuse Response Team (DART) model

“Naloxone Plus” strategles, whrch work 16 ensure that mdwrduals who have recelved
'naloxonc 10.reversy the’ effects of ¢ an overdose Are then lxnked to treatment programs or
-'other appropnate servrces . i e S - L

L '-d Oft' cer preventlon strategles, such as the Law Enforcement Assrsted Dwersron
(LEAD) model; R

_e Ofﬁcer mtervention strategxes such as the Leon Cqunty, Florida Adult Givil Citation
Network Or the Chlcago Westsxde Narootxcs Dlversron to Treatment Imtratwe, or .

'.f Co-responder and/or altematlvo responder models to address OUD-re]ated 91 1 calls
: wrth greater SUD experttse

2. Support pre-trlal servrces that connect mdrvlduals wrth OUD and any co~oocurrmg SUD/MH
conditions to evidenoe-mformed treatment, mc!udmg MAT and related services. .

3. Support treatment and recovery courts that, provide evrdence-based optlons for persons w1th
ouD and any co-occumng SUD/MH condmons

4. Provrde evzdence-mformed treatment mcludmg MAT, recovery support, harm reduction, or
other appropriaté services to indrvrduals with OUD and any co—occurrmg SUD/MH condmons
who are mcai'cerated in _]all or pnson ' g S

5. Provide evrdence-mformed treatment mcludmg MAT recovery support harm reduction, or
other appropriate services to individuals with OUD and any co-oceurring SUD/MH conditions
who are leaving jail or prison have recently lefi Jall ot prison, are on probation or parole, are
under community corrections supervision, or are in re-entry programs or facilttxes

6. Support critical time mterven’aons (CTD), pamcularly for individuals living with dual-
dlagnosxs OQUD/serious mental illness, and services for individuals who face immediate rnsks and

service needs and risks upon release from correctional settings.
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‘7. Provide trammg on best practrces for, addressmg the needs of criminal-j ustrce-mvolved
persons with OUD and any. co-occurring SUD/MH condrttons to law enforgement, correctional
or Judxcral personnel or to provxders of trestment, recovery, harm reductxon, case management or

E. ADDRESS THE NEEDS OF PREGNANT OR PARENTIN G WOMEN AND THEIR
-FAMILIES INCLUDING BABIES WITH NEONATAL ABSTINENCE SYNDROME

'Address the needs of pregnant or parentmg women wrth oun and any co-occurrmg SUD/MH
- conditions, and the needs of therr families, mcludmg babies with neonatal abstmence syndrome
‘(NAS), through evrdence-based or evrdcnce~xnfonned programs or strategres that may mclude,
-but are not llmrted to the followmg B BRI Sl e

1 Support evrdence-based or ev1dence-mformed treatment, mcluding MAT recoyery servrces
‘-'and supports and preventlon servxces for pregnant womeri = or women Who goyld become 2
pregnant & who have OUD and any co-occuiring. SUD/MH condltrons, and other measures 16
-educate and provrde support to famihes affected by NeOnatal Abstmence Syndrome T

_-2 Expand comprehensrve evrdence~based treatment and recovery servrces, meludmg MAT for
, -.'unmsured womeén thh OUD and any co-occumng SUD/MH condxtlons for up to 12 months
postpartum. _ e el e . . s

3. Trammg for obstetncxans or other healthcare personnel that work wrth pregnant women and
thelr famlhes regardmg treatment of OUD and any co‘occumng SUD/MH condmons ’

'4 Expand comprehensrve evrdence-based treatment and recovery suppért for NAS bables, ‘
expand services for better continuum of care.with infant-need dyad; expand Iong-term treatment
' and servicés for medical momtormg of NAS; bables and therr families. -

. Provide traxmng to health care provrders who work wrth pregnant or parentmg women on.best
practices for comipliance with federa! requlrements that children born with Neonatal Abstmeoce
Syndrome get referred to approprlate Servwes and recen/e a plan of safe care RV

6 Chrld and famxly Supports for parentmg women wrth OUD and any co-occurrmg SUD/MH
conditions, .

7. Enhanced famlly supports and child care servrces for parents with OUD and any co-occurring
SUD/MH condmons . ,

8. Provide enhanced support for children and family nmiembers suffering trauma as a result of
addiction in the family; and offer trauma-informed behaviora) health treatment for adverse
childhood events,

9. Offer home-based wrap-around services to persons with OUD and any co-occurring SUD/MH
conditions, including but-not limited to parent skills training. ,
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10. Support for Chxldren $ Servxces = Fund addltional positions and serv;ces moludmg
e supportlve housing and othér remdentlal services, relatmg to childrén bemg removed frOm the
home and/or placed m foster care due to custodlal 0p101d use. Y Ve

PART TWO. PREVENTION

»F. I’REVENT OVL'R-PRESCRIBING AND ENSURE APPROPRIATE PRESCRIBING
.AND DISPENSING OF OPIOIDS ' _ : , _ G

, 'Support efforts to prevent overvpresonbmg and ensure appropnate prescrlbing and d1spensmg of .
opioids through ev1dence—based or evrdence-mformed programs or strategles that may mclude -
, but are not hmlted to, the followmg- v A SRl

1 Fund medroal prov:der eduoatlon and outreach regardmg best prescrlbmg practwes for optozds .
consistent with Guldellnes for Prescrxbmg Opioids for Chronte Pain from the U.S. Centers for
) vDisease Contro] and Preventlon, mcludmg prowders at hospxta!s (academzc detallmg)

2 'I'rammg for health care provtders rcgardmg safe and responsrble oplold prescnbxng, dosmg,
~and’ tapermg patrents off OplO)dS e : D

wl

.3, Contmumg Medtca! Educataon (CME) on approprlate prescnbmg of OpIOIdS

4, Support for non OplOld pam treatment altematwes, mcludmg trammg provxders to offer or
refet to. mu]tr-modal evrdencc-mformed treatment of pain. s . C oo

5. Support enhancements or 1mprovements to Prescnptlon Drug Momtormg Programs (PDMPs),
mcludmg but not lxmrted to 1mprovements that' . . .

a Inerease the number of‘ prescrlbers usmg PDMPs

' ‘b Improve pomt-of-care declsmn«makmg by mcreasmg the quantlty, quahty, or format of
data available to prescriber§ using PDMPS by i 1mprovmg the mterface ‘that préscribers

, use to access PDMP data, or both or’

_c Enable states to use PDMP data in support of survetllance or 1nterventlon strategres
s -mcludmg MAT referrals and follow-up for individuals identified within PDMP déta as

- likely to experiénce OUD in & manner that comphes W1ﬂ1 all relevant prxvaoy and securtty
laws and rules. : .

6. Ensuring PDMPs incorporate avallable overdose/naloxone: deployment data, including the
United States Depaitment of Transportation’s Emergency Medical Technician overdose database
in a manner that complies with all relevant privacy and security laws and rules.

7. Increase electronic prescribing to prevent diversion or forgery.
8. Educate Dispensers on appropriate opioid dispensing.

G. PREVENT MISUSE OF OPIOIDS
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Support efforts to dlscourage or prevent misuse of opioids through ev1dence-based or ev1dcnce-
mformed programs or strategles that may mclude, but are. not hmxted to, the followmg

,1 Fund medta campalgns to prevent oplold nususe

. 2 Correctwe advertlsmg or afﬁrmatrve publrc education campaigns based on ev1dence
" -3 Pubhc cducatlon relatmg to drug dlspoSal :
4 Drug take-back drsposal ot destructlon prograrns. . o

':f'I 5. I‘und commumty antr-drug coalmons that engage in drug preventton efforts ‘

6. Support comrhumty coahtlons in 1mplementmg evrdence-mformed preventron such as e

" ‘reduced social access and physwal access, stigma; reductron - mcludmg staffing; educational
campaigns; support for people in tréatment or recovery, or trammg of coalitions in, evidence-
mforrrted rmplementanon, mcludmg the Strategxc Prevention Framework developed by the U S.

" Sub" gnce Abuse and Mental Health Servxces Admrmstratron (SAMHSA) 2 .

7 Engage non-proﬁts and falth-based communmes as systems to support preventron

78 Fund evrdcnce-based prevent:on programs m schools or evxdem:e mformed school and
".community. educatmn ptograms and campaigns for’ students, fanulres, school employees school
athletlc programs, parent-teacher and student assoclatlons, and others S L

. 9 School-based or youth-focused programs of strategzes that have demonstrated effectweness in '
preventmg drug misuse and seem lrke]y to be. effectrve in prcvenung the uptake and use of
.optords ' ) , A _ o

10 Create of support commumty based educatton or, mterventron services for famrhes, youth
and adolescents at rlsk for OUD and any co occurrmg SUD/MH condrttons

11, Support ev:dence-mfonned programs or currxcula to address mental health needs of young
people who may be at risk: of mrsusmg Opl()lds or gther drugs, mcludmg emotlonal modu]atron
- and resmence skrlls, . . .

12. Support greater access to mentul health services and- supports for young people, mcludmg
services and supports provided by school nurses, behavioral health workers or other school staff,
to address riiental health needs in'young people that (when not properly addressed) increase the
risk of opjoid or other drug mxsuse

H. PREVENT OVERDOSE DEATHS AND OTHER HARMS (HARM REDUCTION)

Support efforts to prevent or reduce overdose deaths or other opioid-related harms through
evidence-based or evidence-informed programs or strategies that may include, but are not limited
to, the following;
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i Increase avarlabrllty and dlstrrbutlon of naloxone and other. drugs that treat overdoses. for first
résponders, overdose patients, mdlvrduals with OUD and their fnends and family members, "
mdwlduals at high risk of overdose, schools, oommumty navigators and outréach workers,
persons bemg released from Jaxl or prrson, or other members of the general public

2. Pubhc health entrtxes that provrde free naloxene to anyone m the eommurnty

3, Traming and edueation regardmg nalo' ' 'ne and other drugs that treat overdoses for f‘ rst o
-responders, ovetdose patierits, patients takmg 0p101d8 farmhes, sehools, communrty support
5 groups, and other members of the general pubhe O O

) '4 Enable school nuirses. and other school staff to respond to OpIOId overdoses and provxde them
thh naloxone, trammg, and support Lt t, : S .

5, Expand rmplove, or develop data trackmg sol’cware and appheatrons for overdoses/naloxone

o revwals

-"6 Publlc edueatron relatmg to emergency responses to overdoses
7 Publrc educatron relatmg to rmmumty and Good Samarrtan laws

: ,8 Educate ﬁrst responders regardmg the exlstence and operatlon of rmmumty and Good
; Samantan laws ‘ e . : N :

9. Syrmge servrce programs and other evrdence-mfor‘med programs to reduco harrns assocrated
with intravénous drug use, including supphes, staff'mg, space, peer ‘support:services, refertals to
treatment, fentanyl checking,’ conneotrons 10 care, and the full range of haim’ reduotion and
treatment servrces provxded by these’ programs

10. Expand access to testmg and treatment for mfectrous d1seases such as HIV and Hepatms C
resultlng frorn 1ntravenous oplord use. ‘ . .

11. Support mob:le umts that offer or provrde referrals to harm reduction servrces, treatment
récovery supports, health care, of othet apprOpnate services to‘persons that use 0p101d8 or
: persons with OUD and any co-occurrmg SUD/MH condmons

12, Provrde tralrung in harm reductlon strategres to health dare provxders, students peer recovery
coaches, tecovery outreach specialists, or othet professtonals that provide care to persons who
use opioids or persons with OUD and any. co-ooourrmg SUD/MH conditions.

13. Support screening for fentanyl in routine clinical toxicology testing.
PART THREE: OTHER STRATEGIES
1. FIRST RESPONDERS

In addition to items in sections C, D, and H relating to first responders, support the following:
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1. Educate law enforeement or other ﬁrst responders regardmg appropnate practlces and
precautlons whcn dealmg wrth fentanyl or other drugs

2. Provnsxon of wellness and support services for- ﬂrst responders and others who expenence
-secondary trauma assocmted wlth op101d~re]ated emergency events.

J LEADERSHIP PLANNING AND COORDINATION

‘assistance to. remedlate the OplOld ep:demtc through actwmes, programs, or strategnes that may
mclude, but are not lnmted to, the followmg R

:”1 Statewrde, regxonal local 01' oornmumty regtonal plannmg to ldentlfy root causes of addxctton

; assxstance, orta suppert other strategies to remedlate the 0p101d epldemlo descnbed in, thts op101d 4
‘remedtatlon strategy llst - . )

., ‘,..

' 2 A dashboard to share reports, recommendatlons, or plans to spend 0p101d settlernent funds, to

“show how 0p101d settlernént funds higve been spent 10 réport program ‘o strategy outcomes; or. 10
: track share, ‘or visualize key op rotd-related ot health: telated indicators and supports as 1dent1ﬁed

‘through collaboratxve statew1de reglonal loeal or commumty proceSses » :

3. Invest in mfrastrueture ar staffing at. govemment or not-for-proﬁt agencles to support
-collaboratwe, cross-system coordmatron with the puipose'of preventmg overprescribing; opioid-
inisuse, or opioid oveérdoses, treating those with QUD and any co-occurring SUD/MH
oondmons, supporting them in treatment or recovery, oonnectmg them to care, or ttnplementmg
‘other strategies to remediate the 0p101d ep1dem1c described in this oploid remedratton strategy
hst

4, Provxde resouroes to staff govemment overstght and management of optord remedtatton
programs - o

_K. TRAINING

In addmon fo the trammg referred to throughout th1s document, support trammg to rcmedlate the
opioid epideniic through activities, programs, or strategxes that may include, but are not Ilmlted
to, the following;: .

1. Provide funding for staff training or networking programs and services to improve the
capability of government, community, and not-for-profit entities to remediate the opioid crisis.

2. Support infrastructure and staffing for collaborative cross-system coordination to prevent
opioid misuse, prevent overdoses, and treat those with OUD and any co-occurring SUD/MH
conditions, or implement other strategies to remediate the opioid epidemic described in this.
-opioid remediation strategy list (e.g., health care, primary care, pharmacics, PDMPs, etc,).
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L. RES EARCH

Support Oplold remedratlon research that may mclude but is not llmited to, the followmg

m thls 0p101d remediatlon strategy ltst
2. Research non»oplold treatment of chromc pam. :

3 Research on rmproved servrce delivery for modalmes suoh as SBIRT that dcmonstrate
promlsmg but mlxed results’in populatlons vulnerable to opiord use dlsorders

4, Research on novel harm reduct:on and preventxon efforts sueh as the prov151on of fentany] test
strlps _

5 Research on mnovatlve supply-s1de enf‘orcement efforts such as 1mprovecl detectron of maxl-
-based dehvery of syhthetxc Oplmds ' . .

6. Expanded research on sw1ﬁ/certa.m/fa1r models to’ reduce and deter oprord rmsuse thhm
criminal justice populations that build upon promising approaches used to address other
substances (e g Hawa.u HOPE and Dakota 24/7) ' o A . : ‘

. 7, Epldemlologlcal surverllance of OUD-related behavrors in cnttcal popula‘aons mcludmg
mdmduals eritéring the ctiminal justice systern, mcludmg but not llmlted 1o approaches mode[ed
on.the Arrestee Drug AbuSe Momtormg (ADAM) system. . .

8: Quahtatlve and quantxtatrve research regardmg publlc health nsks and hann reductlon
opportunities within rlltcrt drug markets including surveys of market participants who sell or
dlStI‘!bUtG 1lhclt oprords U

9. Geospatzal analysrs Sfaccess barrlers to MAT and their assocxatlon wrth treatment
engagement. and treatment outcomes. - :
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STATE OF NORTH CAROLINA  CONSUMER PROTECTION

JOSH STEIN . DEPARTMENT OF JUSTICE TOLL-FREE IN NC:
A NEY G 9001 MAIL SERVICE CENTER 877.566.7226
TTORNEY GENERAL RALEIGH, NORTH CAROLINA 27699-9001  OUTSIDE OF NC: 919.716.6000

WWW.NCDOJ.GOV FAX: 919.716.6050
MEMORANDUM

TO: Financial Services L ' E

FROM: Kevin L. Anderson, Senior Deputy Attorney General

e e Kevin L. Anderson
RE: Settlement Deposit Distribution
SABRE Corporation
DATE: March 18, 2021

Pursuant to an Assurance of Voluntary Compliance (AVC) in the multistate investigation of SABRE
Corporation a check in the amount of $76,019.85 (seventy six thousand nineteen dollars and eighty five
cents) was received by the NC Attorney General’s Office, Consumer Protection Division, on March 18, 2021..

The states alleged that SABRE Corporation exposed the data of approximately 1.3 million credit cards during
a data breach of the company’s hotel booking system. Sabre’s hotel booing system connects business travel
coordinators, travel agencies, and online travel booking companies with hotel customers. On June 6, 2017,
SABRE informed its hotel customers of a data breach that had occurred between August 2016 and March
2017, which the business disclosed in a 10-Q SEC filing the month before. The hotels provided notice to
consumers, but some consumers received their notices late and some received multiple notices stemming
from the same breach. '

SABRE agreed to pay $2,400,000.00 to the States, of which NC is to receive $76,019.85, to be paid to the
Attorney General to be used for attorneys’ fees and other costs of investigation and litigation, or to be placed
in, or applied to, the consumer protection enforcement fund, including future consumer protection
enforcement, consumer education, litigation, or local consumer aid fund or revolving fund, used to defray the
costs of the inquiry leading hereto, or for other uses permitted by state law, at the discretion of the Attorney
General.

Additionally, SABRE is to: specify the roles and responsibilities of both parties in the event of a breach in
future contracts; provide a list of consumers that have been notified of the breach to the Attorneys’ General; -
implement and maintain a comprehensive information security program; implement a written incident
response and data breach notification plan; implement specific security requirements; and undergo a third-
party security assessment.

Please credit these funds to consumer funds (2140-2163) to be used for the purposes outlined above. A copy
of the check and AVC are attached. If you have any questions, please contact Wendy Stevens at 716-6877.

cc: Kim D’Arruda
Melissa Lovell
Wendy Stevens/SABRE Corporation Settlement File
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Sabre GLBL Inc.

Attn: Accounts Payable i

3150 Sabre Drive

Southlake, TX 76092

++.2100358.028D -~ T 6049 | CRDB -P0035¢ CO7

Labre.

‘ PAGE1OF2

NC DEPARTMENT OF JUSTICE ATTN WENDY CHECK NUMBER 00025.07365
WAKE ‘ apchecks@sabre.com

114 W EDENTON STREET '
RALEIGH NC 27603

;

Remittance )nfqrmétion

Vendor Number 1000012075

1000012075

Invoice Date- | Invoice Number : . Descriptioh ) . ) : Amount
12/14/2020: -] V7601985 A : | S $76,019.85
| VENDOR . CHECK TOTAL :

DETACH AN'D RETAIN THIS STUB FOR YOUR RECORDS :

Southlake, TX 76092 3

CHECK # 0002507365 ATTACHED BELOW

sats B, | 2  CHECK NUMBER 0002507365
,c“lﬂ'e S " G

DATE 03/12/2021 -

PAY - Seventy-six Thousand Nineteen and 85/100 Dollars

I)%SSOF NC DEPARTMENT OF JUSTICE ATTN WENDY o USD» o $555555$$$76,019.85

WAKE

114 W EDENTON STREET

RALEIGH NC.27603

CITIBANK, N.A

 AUTHORIZED SIGNATURE

ONE PENN'S WAY, NEW CASTLE, DE 19720

"O000¢5073B5 O3 L EO00E0A, 85570 7w



ASSURANCE OF DISCONTINUANCE

This Assurance of Discontinuance' (“Assurance™) is ventered into by the Attorneys
General of Alaska, Arizona, Arkansas, Connecticut,? Florida, Hawaii,> Hlinois, Indiana, lowa, .
Louisiana, Michigan, Minnésota, Missouri, Montana, Nebraska, Nevada, New Jersey, New
| York, North Carolina, North Dakota, Ohio, Oregon, Pennsylvania, Tennessee, Vermont,
Virginia, and Washington (referred to collectively as the “Attorneys General”) and SABRE, as
vde‘ﬁh'ed below (collectiyely; with the Attorneys General, the “Parties”); to resolve the Attorneys
General’s investigation invto the ;ecurity incident announced by SABRE on or about June 6,
2017. |

~ In consideration of their mutual agreements to the terms of this Assurance, and such
éthcr consideration as described herein, the sufficiency of which is hereby acknowledged, the

Parties hereby agree as follows:

L INTRODUCTION

This Assurance constitutes a good faith settlement and release between SABRE and
the Attorneys General of claims related to a data breach, publicly announced by SABRE on June
6, 2017, in which a person or persons gained unauthorized access to portions QfSHS (defined
below) SynXis (defined below) that maintains payment card and _reservation information

(hereinafter referred to as the “Breach”).

| This Assurance of Discontinuance shall, for all necessary purposes, also be considered an Assurance of Voluntary
Compliance.

2 Connecticut shall include both the Office of the Attorney General and the Office of the Attorney General acting on
behalf of the Commissioner of Consumer Protection.

3 Hawaii is represented by its Office of Consumer Protection, an agency which is not part of the state Attorney
General’s Office, but which is statutorily authorized to undertake consumer protection functions, including legal
representation of the State of Hawaii. For simplicity purposes, the entire group will be referred to as the “Attorneys
General,” or individually as “Attorney General” and the designations, as they pertain to Hawaii, refer to the
Executive Director of the State of Hawaii Office of Consumer Protection.



II. DEFINITIONS

For the purposes of this Assurance, the following definitions shall apply:

A, “Cardholder Data Environment” shall mean SHS’s technologies that store,
process, or transmit payment card authentication data, consistent with the
Payment Card Industry Data Security Standard (“PCI DSS”).

B. “Consumer” shall mean any individku“ai who makes a reservation with a

Hotel Customer.

C. “Consumer Protection Acts” shall mean the State citations listed in
Appendix A,
D. “Channel Partner” means an entity that directly provides Personal

Information to a third-party business entity that contracts for and/qr uses
SynXis for th>e purpbse of facilitating hotel bookings on behalf of
Consumers. This term shall not include Hotel Customers.

E. “Days” shall mean calendar days unless otherwise specified.

F. “Effective Date” shall be the date on which SABRE receives a copy of
this Assurance duly executed in full by SABRE and by each of the
Attorneys General.

G. “Hotel Customer” shall mean a hotel or hotel brand which contracts for
and/or uses SynXis.

H. “Personal Information” shall mean the data elements in the definitions of
personal information set forth in the Security Breach Notification Acts

and/or Personal Information Protection Acts.



L “Personal Information Protection Acts” shall mean the State citations
listed in Appendix B. |

J. “Security Breéch Notification Acts” shall mean the State citations listed in
Appendix B.

K. “SABRE” shall mean Sabre Corporation, itsb affiliates, subsidiaries and
divisions, successors, and assi gns dbiﬁg business in the United States.

L. “Sécurity Event” shall mean any con%promise to the confidentiality,
inltegrity, or availability of a SHS ‘i_nformaﬁon asset thaf presents a
reasonable likelihood of u11atxfl1oriz¢d access to Personal Information,

M. “SHS” shall mean Sabre Hospitality Solutions, a business segment of

N. ‘;SynXis” shall mean the SynXis Central Reservation system operated by
SHS, as well as any future versions or releases of SynXis owned and
controlled by SABRE. In the event that the SynXis system is retired,
discontinued, or disabled and another system is enabled to permit
substantially similar functions, “SynXis” shall includé the new system
owned and contrdlled by SABREb.

II. APPLICATION

2. The duties, responsibilities, burdens, and obligations undertaken in connection
with this Assurance shall apply to SABRE and its officers, employees, and directors.

IV. BACKGROUND

3. SHS operates SynXis. SynXis is an interface that facilitates the booking of hotel

reservations for Hotel Customers. SynXis allows Hotel Customers to configure what data they



receive, according to their own preferences. Hotel Customers retrieve booking information from
SynXis in two ways: (1) automated integrations with their own property management system/
(PMS); or (2) manual access and export. When a Hotel Customer’s PMS is integrated with
SynXis, SynXis aufomatically “pushes” reservatibn data from SynXié to the PMS (and, in some
cases, from the PMS back to SynXis). When a Hotel Customer accesses SynXis manually, the
Hote_l Customer’s personnel can view and export a variety of information about ‘1'eser\)ations‘. Ifa
Hotel Customer has confi gured their SynXis account to require payment information in order to
_ complete‘a booking and the Hotel Customer’s personnel has éppropriéte pfivileges to view such
information, ﬂ1e payment information%including a Consumer’s c.redit card number, expiraﬁon
date, and, in some cases,CVV code—may be made visible to éuch personnel on a credit card
sumimary page. S ‘ ‘ .

4. ; From August 10, 2016 through March 9, 2017, aﬁ attacker was able to regularly
access SynXis andb view credit card information, including credit card number, expiration date,
and authorization code, displayed onv a summary page intended for Hotel Customers. The

“amount of activity varied, but during certain months, the atta:cker accessed the summary pages
daily.

5. Throughout this period, to access the credit card summary ioages, the attacker was
able to compromise and exp]oit an administrator-level account, ESite, within SynXis. The
password for this account Was stored in plain text within SynXis.

6. F ﬁrther, the attacker was able to create an unauthorized account, ESynxis, to view
additional credit éard summary pages. While SABRE detected and disabled this unauthorized

account in August 2016, it did not further investigate.



7. | On March 9, 2017, while investigating a report about an unrelated incident,
SABRE noticed unusual activity associated with the Esite account. SABRE disabled the
account’s access to the credit card summary page and queued it for further investigation, but did
not fully disable the account. As a result, the attacker continued to use ESite to access other
administrator pages—which did not display Personal Information—after this date.

8. Beginning on March 29, 2017, and continuing over the next two weeks, SABRE
received reports ﬁ'om online travel agencies of suspicious activity associated with épproﬁimateljt
férty reservations booked thrdugh SynXis. o

9. . SABRE begén investigating a potential Security Event on or about April 10,
2017, and did not fully diéable the ESite account until April 13, 2017.

10. On May 2, 2017, SABRE disclosed the Breach in its‘quarterly 10-Q SEC filing
and on May 3, 201 7, it notified the.payment card brands about the Breach.

1. SABRE estimates the number of Consgnnér payment cards potentially affected by
the Breach to be abproximafely 1.3 million, though the actual number may be lower because a
significant amount of _reserglations in SynXis were made through virtual cards, corporate cards,
or using the same payment C;’:U‘d for multiple reservations.

| 12. . SABRE began informing potentially affected Hotel Customers of the Breach on
June 6, 2017, almost two months after it started investigating and one month after it informed the
payment card brands.

13.  SABRE did not have sufficient information to determine whether notification to

individual Consumers would be appropriate.



14.  As aresult, SABRE provided template notices to its Hotel Customers and left it to
each Hotel Customer’s discretion to determine whether there was a legal‘ obligation to notify
consumers and to provide such notice.

15.  The potentially affected Consumers did not receive notice until months after

SABRE discovered the Breach, with some notices not going out until late 2017 or early 2018.

V. ASSURANCES

Compliance with State Laws and Industry Standards

16. © SABRE shall éomply with the Consumer Protection Acfs and the Personal
.[nfoﬁnation Protection Acts 1n connection with its collection, mai‘ntenance, and safeguarding and
i disposalv of Personal Informatién and shall maintain reasonable security policies and procedures
designed to protect or safeguard Consumers’ Personal Information from unauthorized access,
use, or disclosure. |

17. SABRE shall comply with the Security‘ Breach Notification Acts.

a; In particular, when SABRE has determined it experienced a security breach,
as defined under the Security Breach Notification Acts, involving Personal
Information owned ot licensed by its Channel Partners or Hotel Customers,
SABRE will promptly provide notice to its Channel Partners or Hotel
Cusftomers andv to the Attorneys General, as appropriate.

b. Where SABRE determines that a Security Event did not result in unauthorized
access to Personal Information and, as such, does not require reporting under
the Security Breach Notification Acts, SABRE shall create a report that

includes a description of the Security Event and SABRE’s response to that



Security Event (“Security Event Report”). SABRE shall make the Security
Eyent Report available to the Attorneys General upon request.
18. SABRE shall comply with thé PCI DSS, or an alternative standard acceptable to
- the payment cérd industry should one be deyeloped, with respect to its Cardholder Data
Ehvironmenf and any SFABRE system component thg compromise of which SABRE l'éaéonably
believes would impact the security of the Cardholder Data Envifonment. |

Breach Notification

19, = SHS shall include in any future contract for travel services the roles and
responsibilitiés to be‘ undertaken by SABRE and the counferparty in the event ofa Breach as
defined under the Security Breach Notification Acts, including which party will.be responsible
for providing notice to consumers and the requisite timeframes for notice. SHS shall ensure that
- any such provision complies with all applicable laws aﬁd that information requested via legal
process may be furnished to regulators unless SHS or a customer takes legal action to resolve
any disputé about the vaiidity of such legal process.

| 20. In particular, when SABRE has determined it experienced a security breach, as
defined under the Security Breach Notification Acts, involving Personal Information owhed or
licensed by its Channel Partners or Hotel Customers, it will promptly provide information to its
Channel Partners or Hotel Customers concerning the breach details, scope, and the categories of
information compromised. If SABRE does not provide notice directly to Consumers, SABRE
shall take reasonable steps to inquire as to Channel Partners’ or Hotel Customers’ individual
determinations regarding whether they are required to provide notice to Consumers, and if such
notice is made, when Channel Partners or Hotel Customers issued notice to Consumers (“Notice

Log™). Upon providing notice to its Hotel Customers as described under Paragraph 17(a) herein,



SHS will also provide a list of notified Hotel Customers to the Vermont Attorney General. Sixty
(60) days after providing this list, SHS will provide the Notice Log to the Vermont Attorney
Gen.eral. The Vermont Attorney General shall make the reports available to other Attorneys

General upon request.

Hotel Customer Interaction
21. SHS shall recommend to its Hotel Customers that they implement a token-based
electronic paymerit system or virtual credit card system for all end users,

Information Security Program

22. SABRE‘ shall develop, implement, and maintain a written information security
program (“Information Security Program”) that is i'easonably designed to protecf the security,
integrity, and confidentiality of Personal Information that SABRE collects, stores, transmits,
and/or maintains. The Information Security Program shall, at a minimum, include the specific
information security requirements set forth in Paragraphs 22 thrbugh 36 of this Assurance.
| a. The Information Security Program shall be at least compliant with any

applicable requirements under state or federal law, and at a minimum,
shall be written and shall contain administrative, technical, and physical
safeguards appropriate to: (i) the size and complexity of SABRE’s
oberations; (ii) the nature and scope of SABRE’s activities; and (iii) the
sensitivity of the Personal Information that SABRE collects, stores,
transmits, and/ or maintains.

b. The Information Security Program shall be written and modified using a

zero-trust approach both for internal systems and for remote access,



allowing access to users only to the extent necessary and requiring
verification nrior to allowing any such access.

SABRE shall employ an executive or officer who shall be responsible for
implementing, maintaining, and monitoring the Information Security
Program (hereinafter referred to as the Chief Information Security Qfﬁcer
(“ICISO”)). The CISO shall have the credentials, backgroUnd, and. |
expertise in information security apnropriate to the level, size, and

» cnmplexity of thé position’s role in im:plementing, maintaining, and
monitoring the Information Security Program.

'SABRE shall ensure that the role of the CISO includes regular repnrting to
the Chief Executive Officer and B_bard of Directors concerning SABRE’s
security posture, the security risks faced by SABRE, and the security
i’mplicavtions of SABRE’s business decisions.

SABRE shall ensure that employees who are responsible for
implementing, maintaining, or monitoring the Information Security

“Program, including but not limited to the CISO, have sufficient knowledge
of the requirements of this Assurance and receive training appropriate for
their role in safeguarding and protecting Consumers’ Personal
Information, to enable and ensure their ability to comply with the terms of
this Assurance and to enable the terms of this Assurance. SABRE shall
provide the training required under this paragraph to such employees

within ninety (90) days of the Effective Date of this Assurance or prior to



&

their starting their responsibilities for implementing, maintaining, or
monitoring the Information Seburity Program,

23. | SABRE may satisfy the implementation of the Information Security Program
through review, maintenénce, and if necessary, updating of an existing Information Security
Program or existing safeguards, provided that such ex'ivsti'ng program and safeguards meet the
requiremehts sét forth in this Assurance. .

24. SABRE .shall review not less than annually the Information Security Program,
which shall include a review of ihe configuration of SABRE’s Seéurityv_lncident and Event
Management (‘;SIEM”) solution,

25.  SABRE shall ensure that its Information Security Program receives the resources
and sﬁpport reasonably necessary to ensure that itbfunctbionbs as intended. |

Incident Response and Data Breach Notification Plan

26.  Aspart of its Information Security Program, SABRE shall develop, implement,
and maintain a written Incident Response and Data Breach Notification Plan (“Plan”) to prepare
for and respond to Security Events.

27. The Plan shall, at a minimum:

a. Address the following phases: (i) Preparation; (ii) Detection and Analysis;
(iii) Containment; (iv) Notification and Coordination with Law Enforcement;
(y) Eradication; (vi) Recovery; (vii) Consumer and Regulator Notification and
Remediation; and (viii) Post—Incident\ Analysis. |

b. Identify the types of incidents that fall within the scope of the Plan, which
must include any incident that SABRE reasonably believes might be a

Security Event;



¢c. Clearly describe key individuals’ roles in fulfilling responsibilities under the
Plan, including back-up contacts and escalation pathways; and
d. Require bi-annual testing and review of the Plan, and the evaluation and

revision of the Plan in light of such testing and review.

Specific Information Security Requirements

28.  SABRE shall implement andv rﬁaintain a system to secure use of pﬁvileged
credentials to SynXis, such as through a privi'leged accé§s management tool that vaults
- credentials and requires multi-factor authe‘ntication for access.

29. ~ SHS shall require the use of multi-factor authentication for user remote access to
SynXis. If multi-factor authentication for remote access to SynXis is disabled on a temporary
basis for technical or other ré,asons, SHS will document: (i) the technical reason;b(ii)‘the
compensating secﬁrity controls; and (iii) the duration for which authentication y{/as disabled.

30. SABRE shall implement and maintain reasonable password policies and
procedures in accordance with industry-accepted standards or f‘rameworks.4 For PCI DSS
covered systems, SABRE shall follow the requirements as specified in the latest version of PCI
DSS.

31, SHS shall adopt reasonable account management policies and ensure that widely
deployed local administrative accounts are unique to each application within SynXis, not
generic, and sﬁall implement regular password rotation. SHS shall restrict the ability for service
accounts to logon locally and be used interactively within SynXis.

32. SHS shall implement and maintain appropriate policies and procedures to manage

and audit SHS-owned accounts. For SHS-owned accounts, SHS shall define access needs and

4 For example, the National Institute of Standards and Technology Cybersecurity Framework.



restrict access to cardholder data by business need-to-know. SHS shall perform regular audits of
all active and disabled SVHS-owned accounts and permissions to identify which are active and
how they are‘used. SHS sHaH remove system access promptly for terminated employees and
lower access level quarterly whére an embloyee’s job function no longer requires a higher level.

33. SHS sﬁall employ enhanced behavior analytics tools, such as a SiEMI solution, to
log and monitor all potential Security Events in SynXis.

a, SHS shall ensure such tools are configured, updated, and méintained to ensure
that system activity is adequately logged, and thét Security Events are
reviewed. |

b. SHS shall ensure that logs are regularly and activeiy reviewed in near real-
time—through either automated or manual means that detect anomalous
behavior—and that appropriate follow-up is taken with respect to Security
Events.

c. SHS shall create a formalized process to review Security Events and
anomalous privileged user activity on a regular and systemic basis.

d. SHS shall maintain logs and retain audit trails as required by the PCI DSS.

34.  SABRE shall maintain tools to scan SHS’s code and applications for
vulnerabilities in the code or production environment.

35.  SHS shall implement and maintain current, up-to-date antivirus protection
programs on computer systems.

36.  SHS shall maintain a penetration testing program in accordance with industry
standard practices, which shall include reasonable remediation of vulnerabilities revealed by

such testing. The program shall include at least one annual penetration test of SynXis



components containing Personal Information where the loss of such information would
constitute a security breach pursuant to Security Breach Notification Acts and at least one

weekly vulnerability scan of SynXis.

VL SETTLEMENT COMPLIANCE ASSESSMENT
37.  SHSshall obtain an information security assessment and report fro‘m a third-party
brofessional (“Third-Pariy Assessor”), using procedures and standards generally accepted in the
profession (“Third-Party Assessment™), within one (1) year after the Effective Date of this
Assurance. The Third-.Party Assessor’s report on the Third-Party Assessxnent shall use
l‘easonaElé methods to:
A. Identify security vulnerabilities in SynXis and provide_recomméndationé

as to how to improve the security of SynXis;

B. Set forth the‘speciﬂc administrative, technical, and physical safeguards
implemented by SHS;
C. Explain the extent to which such safeguards are appropriate in light of

SHS’s size and complexity, the nature and scope of SHS’s activities, and
the sensitivity of the Personal Information maintained by SHS;
D. Explain the extent to which the safeguards that have been implemented
meet the requirements of the Information Security Program; and
E. Identify SHS’s Qualified Security Assessor for purposes of PCI DSS
compliance.
38. SHS’s Third-Party Assessor shall be: (a) a Certified Information Systems

Security Professional (“CISSP”) or a Certified Information Systems Auditor (“CISA”), or a



similarly qualified person or organization; and (b) have at least five (5) years of experience
evaluating the effectiveness of computer systems or information system securityv.

39. SHS shall take reasonable steps to implement recommendations and remedy
vulnerabilities identified by the Third-Party Assessor. In the event SHS does not addiess a
recommendation or voinerability, it will docoment its decision and the justification for the
decided course of action.

VII. SUBMISSION TO ATTORNEYS GENERAL

40. ‘SABRE shall provide a copy of the Third-Party Assessor’s report on the Third-
Party Assessment to the Vermont Attorney General within one hundred and ei ghty (180) days of
the completion of the report.

41.  Any Third-i’arty Assessor report provided pursuant to this Assurance and all
information contained therein, to the extent permitted by the laws of the State of Vermont shall
be treated by the Vermont Attorney General’s Office as confidential; shall not be shared or
disclosed except to other multistate Attorneys General as described in Paragraph 42 (below); and
shall be treated by the Vermont Attorney General’s Office as a trade secret subject to I V.S.A. §
317(c)(9). In the event that the Vermont Attorney General’s Office receives any reqhest from
the public to inspect any Third-Party Assessor’s report provided pursuant to this Assurance or
other documents under this Assurance and believes such information is subject to disclosure
under the relevant public records laws, the Vermont Attorney General’s Office agrees to provide
SABRE with at least five (5) business days advance notice before producing the information, to
the extent permitted by state law (and with any required lesser advance notice), so that SABRE
may take appropriate action to defend against the disclosure of such information. The notice

under this paragraph shall be provided consistent with Paragraph 63.



42, - The Vermont Attorney General shall make the Third-Party Assessor report
available to other mu]tis“tate Attorneys General upon request provided the Attorney General
receiving the information confirms in writing, to the extent permitted by the relevant state law, to
the prohibitions against non-disclosure in Paragraph 41, inciuding that the receiving State has
laws preventing>the disc]osufc_a of trade secrets, proprietary commercial information,
competitively sensitive information; information revealing sensitive secufity ‘information, and
rélated material.

VIIL PAYMENT TO THE STATES

43, °  SABRE shall pay $2,400,000 to the Attorneys General. Séid payment shall be
divided aﬁd paid by SABRE ditectly to each of the Attorneys General in an amount designated
by the Attorneys General and communicated to SABRE by the Vermont Aftornejk General, as the
lead state of tl1§ multistate investi gation. Each of the Attorneys General agrees that the Vermont
Attorney General has the authority to designate such amount to be paid by SABRE to each
Attorney General and to provide SABRE with instructions for the payments to be distributed
under this paragraph. Payment shall bé made no later than thirty (30) _days after the Effective
Date of this Assurance and receipt of such payment instructions by SABRE from the Vermont
Attorney bGeneral, except that where state blaw requires judicial or other approval of the
Assurance, payment shall be made no later than thirty (30) days after notice from the relevant
Attorney General that such final approval for the Assurance has been secured.

44,  The payment received by the North Carolina Attovrney General sﬁall be used by
the State of North Carolina as and for attorneys’ fees and other costs of investigation and
litigation, or be placed in, or applied to, the consumer protection enforcement fund, including

future consumer protection enforcement, consumer education, litigation, or local consumer aid



fund or revolving fund, used to defray the costs of the inquiry leading hereto, or for other uses
permitted by state law, at the sole discretion of the North Carolina Attorney General.
IX. RELEASE
45. Following full payment of the amouﬁts due under this Assurance, the Attorneys

General shall release and discharge SABRE and its officers, emplé'yées, and directors from all
civil ér administrative claims that the Attorneys General could have brought under the Consumer.
Protection Acts, the Personal Information Protection Acts, and the Security Breach Notification
 Acts based on SABRE’é cdnduct related to the Breach. Nothing éontéined in this paragraph
shall be con‘strued to limit the abﬂity of the Attorneys General to enforce the obli gaﬁons that
SABRE has under this Assurance. Further, nothing in this Ass>urance shall be cohstrued to
create, waive, or limit any private right of action.

v 46. This Assurance is not intended, and shél] not berdeemed, to _‘constitkute evidence or
precedent of any kind except in: (a) any action or proceeding by one of the Parties to enforce, |
rescind, or otherwise implement or affirm any or all terms of this Assurance; 61‘ (b) any action or
proceeding involving a claim covered by the release to support a defense of res judicata,
collateral estoppel, release or other theory of claim preclusion, issue preclusion, or similar
defense.

X. PRESERVATION OF AUTHORITY

47.  Nothing in this Assurance shall be construed to limit the authority or ability of an
Attorney General to protect the interests of his/her State or the people of his/her State. This
Assurance shall not bar the Attorney General or any other governmental entity from enforcing

laws, regulations, or rules against SABRE for conduct subsequent to or otherwise not covered by



this Assurance. Further, nothing in this Assurance shall be construed to limit the ability of the
Attorneyv General to enforce the obligations that SABRE has under this Assurance.
XI. GENERAL PROVISIONS

-48.  The Parties uﬂaerstalid and agree that this Assurance shall not be construed as an
approval or a sanction by the Attorneys General of SABRE’s business practices, nor shall
SABRE represent that this Assurance conétifutes an apprdval or saﬁction of its business
praétices. The Parties further understand and agree that any failure by the Attorneys Genefal to
take any action in résponse to any information submitted pursuant to this Asstirance shall not be
construed as an apprd.val or sanqtion of any fepresentations, acts, or bractices indicated by such
information, nor shall it preciude action thereon at a later date, |

49. SABRE neither admits nor denies any violation of law in connection with the
Breach.

50.  Nothing in this Assurance shall be construed as relieving SABRE of the
obligation to comply with all state and federal laws, regulations, and rules, nor shall any of the
provisions of this Assurance be deemed to be permission to engage in any acts or practices
prohibited by such laws, regulations, and rules.

51.  SABRE shall deliver a copy of this Assurance to, or otherwise fully apprise, each
of its current officers of the rank of executive vice president or abbve, the executive management
officer having decision-méking authority with respect to the subject matter of this Assurance,
and each member of its Board of Directors, SABRE shall deliver a copy of this Assurance to, or
otherwise fully apprise, any new officers of the rank of executive vice president or above, new

executive management officer having decision-making authority with respect to the subject



matter of this Assurance, and each new member of its Board of Directors, within ninety (90)
days from which such persbn assumes his/her position with SABRE.

52. Tothe eXtent that there are any, SABRE agrees 1o pay all court costs associated
with the filing (if legally required) of thi‘skAssurance. No coux;t éosts, if any,.shall be paid by any
Attorney General. |

53. SABRE shall not participate in any activity or form a separate entity or
corporation for the purpose of engaging in acté or practices in Wl1ole or in part that are prohibited
- by this Assurance or for any other purpose that would otherwise circdmyent any term of this
Assﬁrance. SABRE shall ﬁét knowingly cause, permit, or encourage any other persons or
entities acting on its behalf, to engage in practices prohibited by fhis Assurance.

54.  This Assurance may be executed by any number of counterparﬁs and by different
signatories on separate ‘counterpaﬁs, each of which shall constitute an original couﬁterpart
thereof land all of which together shall constitute one and the same document. One or more
counterparts of this Assuraﬁce may be delivered by facsimile or electronic transmission with fhe
intent that it or they shall constitute an origihal counterpart thereof.

55. SABRE agrees that this Assurance does not. entitle it to seek or to obtain
attorneys’ fees as a prevaili‘ng party under any statute, regulation, or rule, and SABRE further
waives any right to attorneys’ fees that may arise under such statute, regulation, or rule.

| 56.  This Assurance shall not be construed to waive any claims of sovereign immunity
the States may have in any action or proceeding.

57.  This Assurance shall not be construed or used as a waiver or any limitation of any
defenses, including jurisdictional defenses, otherwise available to SABRE in any pending or

future actions of any nature, including but not limited to actions of a private, administrative,



criminal, individual, class, or any other nature and including claims or suits relating to the
existence, subject mattér, or terms of this Assurance.

58.\ This Assurance may be enforced only by the Parties hereto. Nothing in this
Assuranée»shéll provide any rights to or permit any person or entity not a party hereto, including
ahy ‘s'tate or éttorney general hot a pémy inereto, to enforce any provisioh of‘ this Assurance. No
pérson or entity not a sigﬁatory hereto is Va third-party beneficiary of this Asvsburance. Nothing in
this Assurance shall be construed to cre’ate,' affect, limit, alter, or assist any private right of
action, including without limitation any private right of action that a consumer or other third-

party may hold against SABRE.

X1 SEVERABILITY
59. If any clause, provision, or section of this Assurance shall, for any reason, be held
illegal, invalid, or unenforceable, such illegality, invalidity or unenforceability shall not affect
any other clause, provision or section of this Assurance, and this Assurance shall be construed
and enforced as if such illegal, invalid or unenforceable clause, section or provision had not been

contained herein.

XIII, TIMELINE FOR IMPLEMENTATION

60.  The Parties agree that, except as otherwise provided, SABRE shall implement the
requirements set forth in Sections V-VIL within ninety (90) days of the Effective Date. Specific
-exceptions include,
a. SABRE shall implement a system to secure use of privileged credentials to
SynXis, as described in Paragraph 28, within one hundred and eighty (180)
days of the Effective Date;

b. The payment deadline in Paragraph 43; and



c. The deadline for submission of the report described in Paragraph 37 shall be
one hund;ed and eighty (180) days after the completion of the report.
"61.  The Parties agree that the requirements set forth in Paragraphs 17(b), 21 and 28-
36 shall sunset five (5) yeal's after the Effective Date.

XIV REQUIREMENT TO MEET AND CONFER

‘62. The Parties agree that the steps required to 1mplement the requir ements of this

Assurance involve a high degfee of technical complexity and the coordination of multiple

} systems and business teams within SABRE. If the Attorney General reasonably believes
SABRE has failed to comply with any of this Assurance, and 1f the failure to comply does not
thfeaten the health or safety of the citizens of the State of North Carolina and/or does not create
an emergency requiring immediate action, the Attorney General will notify SABRE in writing of
su}ch failure to comply, and SABRE shall have thirty (30) days from receipt of such written

" notice to provide a good faith written response, including either a statement that SABRE believes
it is in full compliance, or otherwise a statement explaining how the violation ocsurred, how it
has been addressed or when it will be addressed, and what SABRE will do to make sure the
violation does not happen again. The Attorney General may agree (o provide SABRE fnore than
thirty (30) days to respond.

XV. NOTICE / DELIVERY OF DOCUMENTS

63.  Whenever SABRE shall provide notice to the Attorneys General under this
Assurance, that requirement shall be satisfied by sending notice to the Designated Contacts on
behalf of the Attorneys General listed in Appendix C. Any notices or other documents sent to

SABRE pursuant to this Assurance shall be sent to the following physical and email addresses:



Sabre Corporation
ATTN: General Counsel
3150 Sabre Dr.
Southlake, TX 76092

With a copy to:
Benjamin A. Powell
Sonal Mehta
Wilmer Cutler Pickering Hale and Dorr
' 1875 Pennsylvania Ave.
Washington, DC 20006
Benjamin.Powell@wilmerhale.com
Sonal.Mehta@wilmerhale.com

All ndtic_es or other documents to be provided under this Assurance shall be sent by United
States mail, certified mail return receipt requested, or other nationally recognized courier service
that provides for tracking services and identification of the person signing for the notice or

docmneht, and shall have been deemed to be sent upon mailing. Any party may update its

address by sending written notice to the other party.



ASSURANCE OF DISCONTINUANCE
~IN RE SABRE SECURITY BREACH

JOSHUA H. STEIN, ATTORNEY GENERAL
STATE OF NORTH CAROLINA

By: - Date

~ December 23, 2020

KIMBERLEY A. D’ARRUDA
Special Deputy Attorney General
N.C. Department of Justice

P.O. Box 629

~Raleigh, NC 27602-0629

(919) 716-6013
kdarruda@ncdoj.gov
State Bar No. 25271



SABRE Corperation
By.: Ve
| (b 7: f'ﬁ e

";Afnmee thlzams—Ramey”
_Qeneral Counsel, SABRE Cox poxatmn

- Datei._ December 8, 2020

Counsel for SABRE Corporation

{Benjamm A Powell |
Wilmer Cutler, Psckemng ‘Hale and- Dorr

1875 Pennsylvania Ave.
Washington, DC 20006

Dee.  Prto.

By L

Date:



STATE "

Appendix A

CONSUMER PROTECTION ACTS

Alaska

Unfair Trade Practices Act, AS 45.50.471 et seq.

" Arizona

Arizona Consumer Fraud Act, A.R.S. §§ 44-1521 et seq.

Arkansas

Arkansas Deceptive Trade Practices Act, Ark. Code Ann. §§ 4-88-101
et seq.

Connecticut

Connecticut Unfair Trade Practices Act, Conn. Gen. Stat. §§ 42 110b et seq.

Florida

Florida Deceptive and Unfair Trade Practices Act, Chapter 501, Part I,
Florida Statutes

Hawait

Uniform Deceptive Trade Pnactlce Act, Haw. Rev. Stat Chpt 481A
and Haw, Rev. Stat. Sect. 480-2

[llinois

Iilinois Consumer Fraud and Deceptlve Busmess Practices Act, 815
ILCS 505/1 et seq.

Indiana

Deceptive Consumer Sales Act, Ind. Code §§ 24-5-0.5-1 et seq.

lowa

Jowa Consumer Fraud Act, lowa Code § 714.16

- Louisiana

Unfair Trade Practices and Consumer Protection Law, La. R.S. §§
51:1401 ef seq.

Michigan

Michigan Consumer Protection Act, MCL §§ 445.901 et seq.

Minnesota

The Uniform Deceptive Trade Practices Act, Minn. Stat. §§ 325D. 43——
.48: Consumer Fraud Act, Minn. Stat. §§ 325F.68-.694

Missouri

Missouri Merchandising Practices Act, Mo. Rev. Stat. §§ 407.010 e/ seq.

"~ Montana

Montana Unfair Trade Practices and Consumer Protection Act, Mont.
Code Ann, §§ 30-14-101 et seq.

Nebraska

Nebraska Consumer Protection Act, Neb. Rev. Stat. §§ 59-1601 et seq.;
Nebraska Uniform Deceptive Trade Practices Act, Neb. Rev. Stat. § 87-
301 et seq.

Nevada

Nevada Deceptive Trade Practices Act; Nev. Rev. Stat. §§ 598.0903 et seq.

~ New Jersey

New Jersey Consuimer Fraud Act, N.J.S.A. 56:8-1 et seq.

New York

Executive Law 63(12), General Business Law 349/350

North Carolina

North Carolina Unfair and Deceptlve Trade Practices Act, N.C.G.S. §§
75-1.1 et seq.

North Dakota

Unlawful Sales or Advertising Practices, N.D.C.C. §§ 51-15-01 et seq.

Ohio

Ohio Consumer Sales Practices Act, R.C. §§ 1345.01 ef seq.

Oregon

Oregon Unlawful Trade Practices Act, ORS 646.605 ef seq.

Pennsylvania

Pennsylvania Unfair Trade Practices and Consumer Protection Law, 73
P.S. §§ 201-1 et seq.

Tennessee

Tennessee Consumer Protection Act of 1977, Tenn. Code Ann, §§ 47-
18-101 to -132

Vermont

Vermont Consumer Protection Act, 9 V.S.A. §§ 2451 et seq.

Virginia

Virginia Consumer Protection Act, Virginia Code §§ 59.1-196 through
59.1-207

Washington

Washington Consumer Protection Act, RCW 19.86.020




STATE

Appendix B

PERSONAL INFORMATION PROTECTION ACTS &
SECURITY BREACH NOTIFICATION ACTS

Alaska

Personal Information Protection Act, AS §§ 45.48.010 et seq. -

Arizona

Ariz. Rev. Stat. § 18-552

Arkansas

Personal Information Protection Act, Ark. Code Ann. §§ 4-110-101 et seq.

Connecticut

Safeguarding of Personal Information, Conn. Gen. Stat. § 42-471; Breach
of Security, Conn. Gen. Stat. § 36a-701b

Florida

‘| Florida Information Protection Act, Section 501,171, Florlda Statutes

Hawaii

Security Breach of Personal Information, Haw. Rev. Stat. Chpt. 487N

[llinois

Ilinois Personal Information Protection Act, 815 ILCS 530/1 et seq.

Indiana

Disclosure of Security Breach Act, Indiana Code §§ 24-4.9-1-1 et seq.”

Iowa

Personal Information Security Breach Protection Act, lowa Code § 715C

Louisiana

Database Security Breach Notification Law, La. R.S. §§ 51:3071 et seq.

Michigan

Identity Theft Protection Act, MCL §§ 445.61 et seq. (Breach notification
only; no applicable State personal information protection Act)

Minnesota

Minnesota Data Breach Notification Statute, Minn. Stat. § 325E.61

Missouri

Mo. Rev. Stat. § 407.1500

Montana

Moritana Impediment of Identity Theft Act, Mont. Code Ann. §§ 30- 14-
1701 et seq.

Nebraska

Financial Data Protection and Consumer Notification of Data Security
Breach Act of 2006, Neb. Rev. Stat. § 87-801 ef seq.

Nevada

Nevada Security and Privacy of Personal Information Act; Nev. Rev. Stat.
§§ 603A.010 - 603A.290

New Jersey

New Jersey Identity Theft Prevention Act, N.J.S.A. 56:8-16] to -166

New York

General Business Law 899-aa and 899-bb

North Carolina

North Carolina [dentity Theft Protection Act, N.C.G.S. §§ 75-60 e seq.

North Dakota

Notice of Security Breach for Personal Information N.D.C.C. §§ 51-30-01
et seq.

Ohio

Security Breach Notification Act, R.C. §§ 1349.19 et seq.

Oregon

Oregon Consumer Information Protection Act, ORS 646A.600 et seq.

Pennsylvania

Breach of Personal Information Notification Act, 73 P.S. §§ 2301 et seq.

Tennessee

Tennessee Identity Theft Deterrence Act of 1999, Tenn, Code. Ann. §§
47-18-2101] to-2111

Vermont

Vermont Security Breach Notice Act, 9 V.S.A. § 2435

Virginia

Virginia Breach of Personal Information Notification Law, § 18.2-186.6

Washington

Washington Data Breach Notification Law, RCW 19.255.010




Appendix C

DESIGNATED CONTACT

~ Alaska

John Haley
Assistant Attorney General
1031 West 4th Ave, Suite 200
Anchorage, AK 99501
John.haley@alaska.gov
907-269-5200

Arizona

“"Mark James Ciafullo
Assistant Attorney General
2005 N. Central Ave.
Phoenix, Arizona 85004
Mark.Ciafullo2@azag.gov
602-542-7716

Arkansas

Peggy Johnson
Assistant Attorney General
323 Center Street, Suite 200
Little Rock, Arkansas 72201

peggy.johnson@arkansasasag.gov

501-682-8062

Connecticut

Michele Lucan
Assistant Attorney General
Privacy & Data Security Department, Office of the Attorney General
165 Capitol Avenue, Suite 900
Hartford, Connecticut 06106
Michele.lucan@ct.gov
860-808-5440

Florida

Gregory Sadowski
Senior Assistant Attorney General
110 SE 6th Street
Ft. Lauderdale, FL 33301
Gregory.sadowski@myfloridalegal.com
954-712-4690

Hawaii

Lisa P. Tong
Enforcement Attorney
235 S. Beretania Street #801
Honolulu, HI 96813
ltong@dcca.hawaii.gov
(808) 586-2636

Matthew W, Van Hise
Chief, Privacy Unit
500 South Second Street
Springfield, [L 62701
mvanhise@atg.state.il.us
217-782-4436




Indiana

Appendix C

Douglas S. Swetnam
Section Chief Data Privacy & Identity Theft Unit
302 W, Washington Street, IGCS-5th Floor
Indianapolis, IN 46204
Douglas.Swetnam@atg.in.gov
317-232-6294 -

William R. Pearson
Assistant Attorney General
1305 E. Walnut, 2nd FL.

~ ‘Des Moines, 1A 50319
William.pearson@ag.iowa.gov
(515)242-6773

Louisiana

Alberto A. De Puy
Assistant Attorney General
1885 N. 3rd Street 4th floor

Baton Rouge, LA 70802
depuya@ag.louisiana.gov
225-326-6471

Michigan

Joseph E. Potchen
Assistant Attorney General
Corporate Oversight Division
P.O. Box 30736
Lansing, MI 48909
potchenj@michigan.gov
517-335-7632

Minnesota

Caitlin Micko
Assistant Attorney General
445 Minnesota Street, Suite 1200
St. Paul, MN 55101
Caitlin.micko@ag.state.mn.us
651-724-9180

Missouri

Kimberley Biagioli
Assistant Attorney General
615 E. 13th Street, Suite 401
Kansas City, MO 64106
Kimberley.Biagicli@ago.mo.gov
816-889-3090

Montana

Caitlin Buzzas
Assistant Attorney General
Montana Office of Consumer Protection
P.O. Box 200151
Helena, MT 59620-0151
caitlinbuzzas@mt.gov
406-444-2026




Nebraska

Appendix C

Michaela Lutz
Assistant Attorney General
2115 State Capitol Building

Lincoln, NE 68509 .
michaela.lutz@nebraska.gov
402-471-1928 -

Nevada

Lucas J. Tucker
Senior Deputy Attorney General
8945 West Russell Rd., Suite #204
. Las Vegas, Nevada 89148
ltucker@ag.nv.gov
~702-486-3256

New Jersey

& Kashif Chand
‘Chief, Deputy Attorney General
Data Privacy & Cybersecurity Section
124 Halsey Street, P.O. Box 54029
Newark NJ 07101
Kashif.Chand@law.njoag.gov
(973) 648-2748

New York

. Clark P. Russell
-Deputy Bureau Chief
Bureau of Internet and Technology
New York State Office of the Attorney General
28 Liberty Street, New York, NY: 10005
clark.russell@ag.ny.gov
212-416-6494

North Carolina

Kim D’Arruda
- Special Deputy Attorney General
NC Dept of Justice, Consumer Protection Div, 114 W Edenton Steet
Raleigh, NC 27603
kdarruda@ncdoj.gov
919-716-6013

North Dakota

Brian M. Card
Assistant Attorney General
1050 E. Interstate Ave., Ste. 200
Bismarck, ND 58503
bmcard@nd.gov
(701) 328-5570

Melissa Smith
Assistant Section Chief
30 E. Broad St., Floor 14
Columbus, OH 43215
Melissa.s.smith@ohioattorneygeneral.gov
614.466.6112




Appendix C

Kristen G. Hilton
~ Senior Assistant Attorney General
Oregon Department of Justice, Consumer Protection Section
1162 Court Street NE
Salem, OR 97301
Kristen.hilton@doj.state.or.us
503-934-4400

Pennsylvania

John M. Abel ,
Assistant Director for Multistate and Special Litigation
15th Floor, Strawberry Square
Harrisburg, PA 17120
jabel@attorneygeneral.gov
717-783-1439

Tennessee

Ann Mikkelsen .
Asst. Attorney General ‘ .
Office of the Tennessee Attorney General, Consumer Protection
Division, P.O. Box 20207
Nashville, TN 37202-0207 -
Ann.mikkelsen@ag.tn.gov
(615)253-3819

Vermont

Ryan Kriger .
Public Protection Division,
Vermont Office of the Attorney General
109 State Street '
Montpelier, VT 05609
802-828-3170
ryan.kriger@vermont.gov

Virginia

Gene Fishel
Senior Assistant Attorney General
202 North 9th Street
Richmond, VA 23219
sfishel@oag.state.va.us
804-786-3870

Washington

Andrea Alegrett
Assistant Attorney General
800 Fifth Avenue, Suite 2000
Seattle, WA 98104
Andrea.alegrett@atg. wa.gov
206-389-3813






